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One of the most important ways to keep the secure and protected games is to apply appropriate text filtering. ROBLOX has a feature of text filter that does not only prevent users from seeing profane or inappropriate messages, but also information blocks of personal identification information. ROBLOX has many young users who should be protected
against sharing or seeing certain content. Because filtering is so crucial for a safe environment, RoLox actively moderates the contents of the games to make sure that you meet certain patterns. If a game is reported or automatically detected not to use filtering, this game will be closed until the developer takes the appropriate measures to apply the
filtering. How to Filter Text Filtering Text Is Made With TextService / Filterstringasync | FiltersService FiltersStringasync () function. This function will have a text sequence such as input and the player had used the player that created the text and return a textFilterresult object that can be used to distribute the filtered rope. Locations TextService =
Game: Getservice ("TextService") FilteredTextResult Local = TextService: FiltersStringasync (text, fromplayerid) TextService / Filterstringasync | FilterStringAsync () must be called on the server as it will fail if it is called on the client. This function can be used for filter sequences facing specific users or all users in chat and non-chat situations.
TextFilterresult, the object returned by the function, has three methods that can be called: TextFilterresult / GetChatforuserSync | GetChatforuserync (), TextFilterresult / GetNonchatstringForBroadCastync | GetNonchatstringForBroadCastsync () and TextFilterResult / GetNonchatstringForuseryNC | GetNonchatstringForusArnc (). Local TextService
= Game: GetService ("TextService") FilteredText Local = "" Local Success, Errormessage = PCALL (Function () FilteredTextResult = TextService: FiltersStringasync (text, fromplayerid) END) If you are not successful, then warn (" Error filtrating text: ", text,": ", ERRORMESSAGE) - Capigo placed here for Filter End Alber Failed Note that TextService
/ Filterstringasync | FiltersTringasync () and all TextFilterresult functions can occasionally fail once they make internally web calls, so they should always be wrapped in PCALL. If the PCALL contained the filter function fails, it is important to continue to use the text as intended (it is best to have an empty text field than having unfiltered text,). This
example sets a widget that allows a player to send a message to another. Such a widget needs, at least two scripts: a localscript the alberture and displaying messages and a script to filter the messages on the server. As this example has a sender of a message to another specific player, the TextFilterresult / GetChatForuserSync | GetChatForusAsync
() function should be used. Sample worker, it is available for you to accompany. LocalsScript - LocalScript Players Local = Game: GetService ("Players") Local ReplicatedStorage = Game: GetService ("ReplicatedStorage") Player Local = Players.LocalL.Payer PlayerGui Location = Player: Waitforchild ("PlayerGui") Location screen = playergui:
WaitforChild (" MessagesCreen ") SendMessageEvent Locations = ReplicatedStorage: WaitforChild (" SendPrivatemessage ") - GUI Elements for Sending SendFrame Local = Screen: Waitforchild (" SendFrame ") Local recipientField = SendFrame: WaitforChild (" Destination ") WriteMessageField Location = SendFrame: WaitforChild ("Message")
Local SendButton = SendFrame: WaitforChild ("Send") - GUI Elements for Frame ReceiveFrame Local = Receive Display: WaitforChild ("ReceiveFrame") Local Senderfield = ReceiveFrame: WaitforChild ("from") ReadMessageField Local = ReceiveFrame : WaitforChild ("Message") - Called when the sending button is clicked onsendClicked location ()
Try to find the recipient. I want only to send a message if it is receptor sites = players: FindFirstChild (recipientfield.text) Local message = WriteMessageField.Text if destination and the message ~ = "" So - Send message SendMessageEvent: Fireserver (receiver, Message) - Cleaning above Frame RecipientField.Text = "" WriteMessageField.Text =
"" End End - Call When Sending Event Messaging Meaning This client has a local message onRECEIVEMESSAGE Function (sender, message) - Fills fill in with the sender and message senderfield .text = sender.name readmessagefield.text = End Message - BIND Event Functions SendButton.MouseButton1Click: Connect (OnSendClicked)
SendMessageEvent.onClientEvent: Connect (onreceivemessage) Script - Script ReplicatedStorage Local = Game: GetService (" ReplicatedStorage ") TextService Locations = Game: GetService (" TextService ") SendMessageEvent = ReplicatedStorage.SendPrivatemessage Local Function Local GetTextObject (Message, Pictplayerid) Textbject Local
Local Success, ERRORMESSAGE = PCALL (FUNCTION () TextBject = TextService: FilterStringasync ( message, fromplayerid) END) If success, then return textBject Final Return False End Local Function GetFilteredMessage (textbj ECT, Toplayerld) FilteredMessage Local Local Success, ERRORMESSAGE = P Call (Function () FilteredMessage =
TextBject: GetChatForuserSync (ToplayerD) END) If success, then return FilteredMessage Final false end - called when the client sends a local OnSendMessage Function (sender, destination, message) If the message ~ = "" then - - Filter the input message and send the local filtered message MESSAGEBJECT = GETTEXEBJECT (Message,
Sender.Userid) If MessageObject followed FilteredMessage = GetFilteredMessage (MessageObject, Recipient.Userid) SendMessageEvent: Fireclient (recipient, sender, FilteredMessage) End End End SendMessageEvent. OnserVerEvent: Connect (OnSendMessage) Example 2 This example sets a dialogue that allows a player to write a message on a
signal. Since anyone on the server would be able to read the signal, even the players who join the game after the written player left, the text must be filtered with textFilterresult / GetNonchatStringForBroadCastync | GetNonchatstringForBroadCastync (). Sample worker, it is available for you to accompany. LocalsScript - LocalScript Players Local =
Game: GetService ("Players") Local ReplicatedStorage = Game: GetService ("ReplicatedStorage") Player Local = Players.LocalLPayer PlayerGui Location = Player: Waitforchild ("PlayerGui") Location screen = playergui: WaitforChild (" Messagescreen ") - GUI elements for local frame dialog = Screen: WaitforChild (" Frame ") Messagelnput Local =
Frame: WaitforChild (" Message ") SendButton Location = Frame: WaitforChild (" Send ") - RemoteEvent to send text to Server for filtering and displaying locations setSignText = ReplicatedStorage: WaitforChild ("Setsignext") - Called When the button is clicked local function OnClick () Local message = Messagelnput.Text if the message ~ = ""
SetsignText: FireServer (Message) Frame.visible = False End End SendButton.MouseButton1Click: Connect (OnClick) Script - Script TextService Location = Game: GetService ("TextService") Local ReplicatedStorage = Game: GetService ("ReplicatedStorage") Sina L = game.workspace.sign SIGNTOP Local sign = .top signsurfaceges Ul =
SIGNTOP.SURFACEGUI Local signlabel = signsurfacegui.signlabel setSignText Local = ReplicatedStorage.setsignText Function Location GetTextObject (Message, fromplayerid) TextBject Local Local Success Location, ErrorMessage = PCALL (FUNCTION (function () TextBject = TextService: FiltersStringasync END) If success, then return TextBject
Elseif Errormessage Then print ("TextFilterResult General Error:", Errormessage) Return Final False END Local Function GetFilteredMessage (textbject) FilteredMessage Local Local Success, ERRORMESSAGE = PCALL (FUNCTION () FilteredMessage = TextBject: GetNonchatStringForBrayCastAsync () END) If success, then return FilteredMessage
Elseif ErrorMessage Then print (" Message: ", ErrorMessage) Return Final False End - Shot When the client sends a request to write on the local function sign onsetsigntext (player, text) if text ~ =", then , - Filter the input message and send the local filtered message MESSAGEBJECT = getTextObject (text, player.Userid) Lo Cal Cal = "" FilteredText
= getFilteredMessage (MessageObject) Signlabel. Text = FilteredText Final setSignText.onserverEvent Final: Connect (OnSetSignText) When text filter any text displayed that a developer has no explanatory control over must be filtered. In general, it is mainly about text that players have control over but there are some other cases that are important
to consider to ensure that games are compatible with ROBLOX filtering rules. Input Player Any text that a player writes is to be displayed must be filtered, it does not matter how text is input or displayed. The most common form of entry text is through a text box, but there can be no number of ways to get a player's text entry, from a personalized
graphic interface with a cara To have buttons for interactive keyboard templates in 3D space. Along with new and heterodox entrance cards, there are many ways to display text. For example, words can be described with 3D and model pieces | Models with humanoid | Humanoids can display their names. If the content of any type of video is visible for
the players, and if another player generated this content, then the text needs to be filtered before items ¢ s displayed. Random words Some games may find that it is useful to generate words of random characters that are then presented to players. There is a chance that such generations could create inadequate words. In such situations, the result
presented from random words should be sent through a filter on the server. In these cases, the player had used the player that will be seeing the words can be used in TextService / Filterstringasync | Filterstringasync (). For example, the following code sends a random word to players when they join the game (which will be displayed later). The code
will generate random words in a cycle until it encounters one that has not been altered by the filter. Sample worker, it is available for you to accompany. Local TextService = Game: GetService ("TextService") Local ReplicatedStorage = Game: GetService ("ReplicatedStorage") SendrandomwordEvent = ReplicatedStorage.RandomWordEvent alphabet
Local Local = "Abcdefghijklmnopgrstuvwxyz" Min Length Local = 3 Max _Length Local = 8 - Function to generate a random word function generaterandomword () locations length = math.random (min length (min length, max length) local text = "" for index = 1, length make places randomletterindex = math.random (1, string.len alphabet)
(Alphabet, Randomletterindex, Randomletterindex) Return End End Text Local Function GetTextObject (Message, FromPlayerid) TextBject Local Location Success, Errormessage = PCALL (FUNCTION () TextBject = TextService: FilterStringAsync (message, fromplayerid) END) If success, then return textBject Elseif Errormessage Then print ("Text
Object Generation Error") Return End End False Feature Locations GetFiltere Dmessage (textbject, toplayerid) FilteredMessage Local Local Success, ERRORMESSAGE = PCALL (FUNCTION () FilteredMessage = TextBject: GetNonchatStringForusArSync END) If success, then return FilteredMessage Elseif ErrorMessage Then print ("Message
Filtering Error , ERRORMESSAGE) End Return End End - Called When the player joins the local function of onPlayerjoined (player) local text = "" FilteredText Local = "" - Generate random words so that one is created that pass the filter filteredtext = "" Text = generateRandomWord () - Filter the input message and send the local filtered message
MessageObject = GetTextObject (text, player.Userid) FilteredText = getFilteredMessage (MessageObject, Player.Userid) © text == FilteredText if text == FilteredText then print ("message is", text, "filtered message is", FilteredText) - Send the word random to the SendrandomWordEvent Client: Fireclient (Player, Text) End
Game.Players.PlayerAdded: Connect (onPlayerjoined) from external fonts Some games connect to external web servers. In some cases, this is used to seek content that is used to display information at stake. If the contention of the external site is not in the Developer's control and A © possible that a third party to edit the information, that the
contents must be filtered if A © to be displayed. TextService = game locations: GetService ( "TextService") ReplicatedStorage local = game: GetService ( "ReplicatedStorage") Local HTTPService = game: GetService ( "HTTPService") Local sendRandomName = local ReplicatedStorage.SendRandomName randomNameWebsiteAddress = "http:
//www.roblox .com / randomname "local NameTable = nil funA§A £ local initializeNameTable () = nil nameTable]JSON local local success, message = pcall (function () = nameTable]SON HTTPService: GetAsync (randomNameWebsiteAddress) end) if success then NameTable = HTTPService: JSONDecode (nameTable]SON) print ( "the NameTable A ©:"
NameTable) end end funAS§A £ local onPlayer]oin (player) is then NameTable local randomname = "local" filteredName = "" repeat filteredNameObject local randomname = NameTable [math.random (#nameTable)] local success, errorMessage pcall = (function () = filteredNameObject TextService: FilterStringAsync (randomname, player.Userld) end)
if success then print ( "suce sso create filtered object ") elseif errorMessage then print (" Error creating filtered object r ") end local success, errorMessage pcall = (function () = filteredName filteredNameObject.GetNonChatStringForUserAsync (player.Userld) end) if success then print ( "Success creating filtrate name") elseif errorMessage then print
( "Error creating filtered name") end ATA randomname © == filteredName sendRandomName: FireClient (sendRandomName) end end initializeNameTable () game.Players.PlayerAdded: Connect (onPlayer]join) text stored Many irA; games store text using articles / data storage | stores data. For example, games can store a chat log, or the pet name of
estimaASA £ s one playera, etc. In such cases, if the text that estAj being stored needs to be filtered, it is recommended filter to recover the text. This ensures that the version £ the most up-to-date estAj filter being used. TextService = game locations: GetService ( "TextService") DatastoreService local = game: GetService ( "DatastoreService")
petData local = nil site petCreator = require (game.ServerStorage.PetCreator) funA§A £ local onPlayer]join (player) local data = {} local success, message = pcall (function () data = petData: GetAsync (player.Userld) end) if success then local petname = data.Name place petType = data.PetType local filteredName = "" filteredNameObject success
site location, message = pcall (funASA £0 () = filteredNameObject TextService: FilterStringAsync (petname, player.Userld) end) if success then local work, errorMessage pcall = (function () = filteredName filteredNameObject: GetNonChatStringForBroadcastAsync () end) is worked Enta £ the petCreator: MakePet (player, petType, filteredName) end
end end the local end, success, message = pcall (function () petData = DatastoreService: GetDataStore ( "petData") end) if success, then game.Players.Playe rAdded: Connect (onPlayerjoin) £ Aside end to the £ A°nica Aside the text filtering i A © when it comes to £ exibiASA the text for a player they were written, although there are still some
consideraA §Ayes to keep in mind. text filtering atravA © s the chat filter Functions takes a little time. For example, suppose a player type a message you want to display. This text must be sent to the server, filtered and then sent back to the client. Each of these stages takes a little time. When run on a seqA%A2ncia like this, there may be a
considerAjvel delay between the time that a message A © typed and filtered message A © returned. When sending a message to other players, this process A © Necessary (as the other players need to see the filtered text). But the player who wrote the message should see your message right away prA3pria log. With In mind, there is an extreme
special case that RoLox was built on for the chat convenience. If a player enters text using a text box specifically, the resulting text does not have to be filtered to that player and can be displayed for that player immediately. An important advertising of this exception is when Stored messages. Automated checks that ROBLOX does to detect whether
the filtering is being done correctly, you can ignore text that has been typed in a text box, but only in the same session that the text box was used. If the text of a player is saved and then it is recovered later when the player rejects the game, this saved text needs to be filtered before being displayed for anyone, including the player who wrote it. this.
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