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Share	—	copy	and	redistribute	the	material	in	any	medium	or	format	for	any	purpose,	even	commercially.	Adapt	—	remix,	transform,	and	build	upon	the	material	for	any	purpose,	even	commercially.	The	licensor	cannot	revoke	these	freedoms	as	long	as	you	follow	the	license	terms.	Attribution	—	You	must	give	appropriate	credit	,	provide	a	link	to	the
license,	and	indicate	if	changes	were	made	.	You	may	do	so	in	any	reasonable	manner,	but	not	in	any	way	that	suggests	the	licensor	endorses	you	or	your	use.	ShareAlike	—	If	you	remix,	transform,	or	build	upon	the	material,	you	must	distribute	your	contributions	under	the	same	license	as	the	original.	No	additional	restrictions	—	You	may	not	apply
legal	terms	or	technological	measures	that	legally	restrict	others	from	doing	anything	the	license	permits.	You	do	not	have	to	comply	with	the	license	for	elements	of	the	material	in	the	public	domain	or	where	your	use	is	permitted	by	an	applicable	exception	or	limitation	.	No	warranties	are	given.	The	license	may	not	give	you	all	of	the	permissions
necessary	for	your	intended	use.	For	example,	other	rights	such	as	publicity,	privacy,	or	moral	rights	may	limit	how	you	use	the	material.	In	this	lab	we	explore	Segment	Routing	(SR)	using	Multiprotocol	Label	Switching	as	an	encoding	mechanism.	Segment	Routing,	also	known	as	“Source	Packet	Routing	in	Networking”	(SPRING),	is	a	method	of
routing	in	which	ingress	routers	prepend	instructions	to	traffic	that	cause	actions	to	be	performed	by	transit	nodes	as	it	travels	across	a	network.	This	is	sometimes	as	simple	as	a	list	of	routers	a	packet	must	traverse	to	reach	its	destination.	Clarence	Filsfils	writes	in	Segment	Routing	Part	I	about	how	the	inspiration	for	SR	came	from	the	relationship
to	driving	a	car.	Events	like	traffic	accidents	or	construction	could	be	simply	avoided	by	listening	to	a	traffic	report	and	driving	an	alternate	route.	Segment	Routing	provides	the	ability	to	encode	instructions	like	this	on	a	per-packet	basis	and	opens	the	door	to	a	wide	range	of	flexibility.	With	such	fine-grained	control,	new	decisions	are	possible	based
on	factors	like	real-time	optimal	link	utilization,	congestion	mitigation	or	any	number	of	future	software	defined	networking	applications.	Another	benefit	is	simplification	of	the	control	plane	by	eliminating	the	need	for	additional	protocols	like	Label	Distribution	Protocol	(LDP)	and	RSVP-TE.	Interior	routing	protocols	such	as	OSPF	and	IS-IS,	are
extended	to	perform	the	role	of	distributing	global	labels,	known	as	Segment	Identifiers	(SIDs).	It	also	supports	the	ability	to	compute	Topology-Independent	Loop-Free	Alternates	(TI-LFA)	which	provide	practically	instantaneous	failover	paths	without	adversely	affecting	traffic	while	waiting	for	route	re-convergence.	Clearly	this	technology	brings
with	it	a	broad	range	of	new	terminology	and	possibilities	that	go	way	beyond	the	scope	of	a	simple	blog	article.	See	Additional	Resources	for	more	information	about	Segment	Routing.	Today	we	are	going	to	focus	on	implementing	a	basic	SR-MPLS	network	on	three	popular	platforms:	Cisco	IOS-XE,	Cisco	IOS-XR	and	Juniper	Junos	OS	Basic	steps
Enable	Segment	Routing	support	Define	a	common	Segment	Routing	Global	Block	(SRGB)	Configure	a	global	prefix	SID	Verify	forwarding	Note:	This	post	contains	the	bare	minimum	configuration	required	to	demonstrate	Segment	Routing.	Other	properties	such	as	IGP	costs,	circuit-types,	etc	should	also	be	considered.	IOS-XR	Enabling	Segment
Routing	The	following	configuration	enables	segment	routing	and	defines	the	Segment	Routing	Global	Block	(SRGB).	Define	the	same	block	on	every	device	throughout	the	SR	domain.	1	2	3	segment-routing	global-block	16000	23999	!	A	quick	note	about	the	SRGB:	Although	the	SRGB	defined	above	lists	an	explicit	range	of	MPLS	labels,	it	is	important
to	know	that	the	actual	transmission	of	label	information	is	always	by	reference	to	an	index	not	label.	For	example,	index	1	based	on	the	SRGB	above	indicates	label	16001.	However,	if	a	different	range	were	to	be	defined	on	an	adjacent	router,	say	32000	to	23999,	index	1	would	refer	to	label	32001.	This	may	cause	undesirable	effects.	For	this	reason
it	is	critically	important	to	define	a	unified	SRGB	across	all	devices	in	the	Segment	Routing	domain	to	ensure	the	meaning	of	each	label	remains	uniform	within	the	global	block.	Configuring	IS-IS	Wide	metrics	are	required.	Segment	routing	can	be	enabled	with	or	without	the	sr-prefer	keyword.	This	option	allows	for	migrating	traditional	MPLS
networks	to	segment	routing.	By	omitting	the	sr-prefer	keyword,	the	forwarding	plane	will	use	any	traditional	MPLS	labels	before	considering	SR.	1	2	3	4	5	6	7	8	9	10	11	12	13	14	15	16	17	18	19	20	21	22	23	24	25	26	27	28	29	30	31	32	33	34	35	36	router	isis	SRMPLS	net	49.0000.5001.0001.0001.00	address-family	ipv4	unicast	metric-style	wide
segment-routing	mpls	sr-prefer	!	interface	Loopback0	address-family	ipv4	unicast	prefix-sid	absolute	16001	explicit-null	!	!	interface	GigabitEthernet0/0/0/0	suppressed	point-to-point	address-family	ipv4	unicast	!	!	interface	GigabitEthernet0/0/0/1	suppressed	point-to-point	address-family	ipv4	unicast	!	!	interface	GigabitEthernet0/0/0/2	suppressed
point-to-point	address-family	ipv4	unicast	!	!	interface	GigabitEthernet0/0/0/3	suppressed	point-to-point	address-family	ipv4	unicast	!	!	!	Configuring	the	prefix	SID	In	the	above	example,	the	prefix	SID	(16001)	for	Loopback0	is	assigned	under	the	IS-IS	interface	configuration.	When	defining	the	SID,	you	will	have	the	option	to	define	it	absolutely	or	by
index.	As	mentioned	previously,	SIDs	are	always	communicated	by	reference	to	index.	However,	it	is	recommended	to	configure	the	SID	by	absolute	value	whenever	possible.	While	it	is	cosmetic,	absolute	values	allow	for	easier	verification	versus	cross-referencing	the	SRGB	with	a	configured	index.	A	quick	note	about	prefix	suppression	(suppressed).
While	unrelated	to	SR,	this	useful	tool	prevents	these	networks	from	appearing	unnecessarily	in	the	IGP.	This	reduces	table	size	and	limits	update	flooding	allowing	for	more	efficient	scaling.	However,	it	is	important	to	remember	that	any	tool	sets	used	on	the	router	to	test	connectivity	(ping,	traceroute,	etc)	will	obviously	need	to	be	sourced	from	a
network	that	is	advertised	in	the	IGP,	such	as	Loopback0.	Verification	Verify	MPLS	forwarding	is	enabled	on	the	expected	interfaces:	1	2	3	4	5	6	7	8	RP/0/0/CPU0:R1#sh	mpls	interfaces	Sat	Jun	18	05:04:54.306	UTC	Interface	LDP	Tunnel	Static	Enabled	--------------------------	--------	--------	--------	--------	GigabitEthernet0/0/0/0	No	No	No	Yes
GigabitEthernet0/0/0/1	No	No	No	Yes	GigabitEthernet0/0/0/2	No	No	No	Yes	GigabitEthernet0/0/0/3	No	No	No	Yes	Verify	the	MPLS	LFIB	is	populated	with	the	appropriate	SIDs:	1	2	3	4	5	6	7	8	9	10	11	12	13	14	RP/0/0/CPU0:R1#sh	mpls	forwarding	Sat	Jun	18	05:05:11.655	UTC	Local	Outgoing	Prefix	Outgoing	Next	Hop	Bytes	Label	Label	or	ID
Interface	Switched	------	-----------	------------------	------------	---------------	------------	16002	Pop	SR	Pfx	(idx	2)	Gi0/0/0/0	10.1.12.2	648	16003	Pop	SR	Pfx	(idx	3)	Gi0/0/0/1	10.1.13.3	0	16004	16004	SR	Pfx	(idx	4)	Gi0/0/0/0	10.1.12.2	0	16004	SR	Pfx	(idx	4)	Gi0/0/0/1	10.1.13.3	0	16005	Pop	SR	Pfx	(idx	5)	Gi0/0/0/2	10.1.15.5	648	16006	16006	SR	Pfx	(idx	6)	Gi0/0/0/0
10.1.12.2	120	16007	Pop	SR	Pfx	(idx	7)	Gi0/0/0/3	10.1.17.7	1306	16008	16008	SR	Pfx	(idx	8)	Gi0/0/0/0	10.1.12.2	41800	[abbreviated]	Perform	a	traceroute	and	watch	for	the	expected	traffic	labeling:	1	2	3	4	5	6	7	8	RP/0/0/CPU0:R1#traceroute	10.0.255.8	source	loop0	Sat	Jun	18	05:05:56.722	UTC	Type	escape	sequence	to	abort.	Tracing	the	route	to
10.0.255.8	1	10.1.12.2	[MPLS:	Label	16008	Exp	0]	9	msec	0	msec	0	msec	2	10.0.255.8	0	msec	0	msec	0	msec	IOS-XE	Enabling	Segment	Routing	1	2	3	4	5	6	7	8	9	segment-routing	mpls	global-block	16000	23999	!	connected-prefix-sid-map	address-family	ipv4	10.0.255.6/32	absolute	16006	range	1	exit-address-family	!	!	The	top-level	segment-routing
mpls	stanza	contains	configuration	for	the	SRGB	and	any	pre-defined	prefix	SIDs.	The	standard	SR-MPLS	global	block	range	of	16000	through	23999	is	demonstrated	here	as	well	as	the	unique	prefix	SID	for	this	router’s	loopback	address.	Again,	configuring	absolute	instead	indexed	labels	are	recommended	for	the	ease	of	reference.	Configuring	IS-IS
1	2	3	4	5	router	isis	SRMPLS	net	49.0006.5001.0014.0000.00	metric-style	wide	segment-routing	mpls	!	Configuring	IS-IS	is	straightforward.	The	example	above	shows	a	complete	basic	IS-IS	configuration	for	area	49.0006.	Wide	metrics	are	required.	The	segment-routing	mpls	statement	enables	SR-MPLS	support	for	IOS-XE.	The	final	step	is	to	verify
that	any	other	SR-MPLS	neighbor	interfaces	are	configured	for	IS-IS.	1	2	3	interface	GigabitEthernet1	ip	router	isis	SRMPLS	!	No	direct	MPLS	configuration	is	needed.	Verification	Verify	the	expected	interfaces	are	operational	for	MPLS.	This	should	automatically	include	any	interfaces	configured	by	an	IGP	running	SR.	1	2	3	4	5	R4#	sh	mpls
interfaces	Interface	IP	Tunnel	BGP	Static	Operational	GigabitEthernet1	No	No	No	No	Yes	GigabitEthernet2	No	No	No	No	Yes	GigabitEthernet3	No	No	No	No	Yes	Verify	the	MPLS	forwarding	table	contains	local	adjacency	SIDs	and	any	expected	prefix	SIDs	from	the	IS-IS	neighbors:	1	2	3	4	5	6	7	8	9	10	11	12	13	14	15	16	17	R4#	sh	mpls	forwarding-
table	Local	Outgoing	Prefix	Bytes	Label	Outgoing	Next	Hop	Label	Label	or	Tunnel	Id	Switched	interface	16	Pop	Label	10.2.24.2-A	0	Gi1	10.2.24.2	17	Pop	Label	10.2.24.2-A	0	Gi1	10.2.24.2	18	Pop	Label	10.4.46.6-A	0	Gi3	10.4.46.6	19	Pop	Label	10.3.34.3-A	0	Gi2	10.3.34.3	20	Pop	Label	10.3.34.3-A	0	Gi2	10.3.34.3	21	Pop	Label	10.4.48.8-A	0	Gi4
10.4.48.8	16001	16001	10.0.255.1/32	0	Gi1	10.2.24.2	16001	10.0.255.1/32	0	Gi2	10.3.34.3	16002	Pop	Label	10.0.255.2/32	0	Gi1	10.2.24.2	16003	Pop	Label	10.0.255.3/32	0	Gi2	10.3.34.3	16005	16005	10.0.255.5/32	0	Gi2	10.3.34.3	16006	Pop	Label	10.0.255.6/32	0	Gi3	10.4.46.6	16007	16007	10.0.255.7/32	0	Gi2	10.3.34.3	16008	Pop	Label
10.0.255.8/32	0	Gi4	10.4.48.8	Traceroute	to	confirm	end-to-end	MPLS	forwarding:	1	2	3	4	5	6	7	8	9	10	11	12	R6#	traceroute	10.0.255.7	source	loop0	Type	escape	sequence	to	abort.	Tracing	the	route	to	10.0.255.7	VRF	info:	(vrf	in	name/id,	vrf	out	name/id)	1	10.2.26.2	[MPLS:	Label	16007	Exp	0]	4	msec	10.4.46.4	[MPLS:	Label	16007	Exp	0]	14	msec
10.2.26.2	[MPLS:	Label	16007	Exp	0]	14	msec	2	10.3.34.3	[MPLS:	Label	16007	Exp	0]	123	msec	10.1.12.1	[MPLS:	Label	16007	Exp	0]	18	msec	10.3.34.3	[MPLS:	Label	16007	Exp	0]	3	msec	3	10.1.17.7	7	msec	10.3.37.7	4	msec	*	The	above	traceroute	shows	an	example	of	multiple	paths	to	R7’s	loopback	(10.0.255.7).	Each	router	uses	the	prefix	SID
(MPLS	label	16007)	to	reach	R7.	Junos	1	2	3	chassis	{	network-services	enhanced-ip;	}	The	routing	engine	must	be	restarted	before	other	SR	configuration	will	function:	1	root@R2>	restart	routing	Enable	MPLS	and	ISO	(for	IS-IS)	on	each	of	the	backbone	interfaces:	1	2	3	4	5	6	7	8	9	10	11	12	13	14	15	16	17	18	19	20	21	22	23	24	25	26	27	28	29	30
31	32	33	34	35	36	37	38	39	40	41	42	43	44	45	46	47	48	49	ge-0/0/0	{	description	R1;	unit	0	{	family	inet	{	address	10.1.12.2/24;	}	family	iso;	family	mpls;	}	}	ge-0/0/1	{	description	R4;	unit	0	{	family	inet	{	address	10.2.24.2/24;	}	family	iso;	family	mpls;	}	}	ge-0/0/2	{	description	R6;	unit	0	{	family	inet	{	address	10.2.26.2/24;	}	family	iso;	family
mpls;	}	}	ge-0/0/3	{	description	R8;	unit	0	{	family	inet	{	address	10.2.28.2/24;	}	family	iso;	family	mpls;	}	}	protocols	{	mpls	{	interface	ge-0/0/0.0;	interface	ge-0/0/1.0;	interface	ge-0/0/2.0;	interface	ge-0/0/3.0;	}	}	Next	configure	basic	IS-IS	and	Segment	Routing:	1	2	3	4	5	6	7	8	9	10	11	12	13	protocols	{	isis	{	source-packet-routing	{	srgb	start-label
16000	index-range	16999;	node-segment	ipv4-index	2;	}	interface	ge-0/0/0.0	interface	ge-0/0/1.0	interface	ge-0/0/2.0	interface	ge-0/0/3.0	interface	lo0.0;	}	}	Note	the	index-range	versus	an	absolute	label	range	(i.e.	16000-23999).	The	node-segment	ipv4-index	2	statement	configures	this	node’s	SID	as	16002.	The	identifier	is	based	off	the	SRGB
defined	as	the	index-range.	Verification	Verify	the	appropriate	interfaces	are	MPLS	enabled:	1	2	3	4	5	6	root@R2>	show	mpls	interface	Interface	State	Administrative	groups	(x:	extended)	ge-0/0/0.0	Up	ge-0/0/1.0	Up	ge-0/0/2.0	Up	ge-0/0/3.0	Up	Validate	the	MPLS	label	table:	1	2	3	4	5	6	7	8	9	10	11	12	13	14	15	16	17	18	19	20	21	22	23	24	25	26	27	28
29	root@R2>	show	route	table	mpls.0	mpls.0:	41	destinations,	41	routes	(41	active,	0	holddown,	0	hidden)	+	=	Active	Route,	-	=	Last	Active,	*	=	Both	[abbreviated]	16001	*[L-ISIS/14]	08:02:38,	metric	20	>	to	10.1.12.1	via	ge-0/0/0.0,	Swap	0	16001(S=0)	*[L-ISIS/14]	07:43:41,	metric	20	>	to	10.1.12.1	via	ge-0/0/0.0,	Pop	16003	*[L-ISIS/14]	07:58:11,
metric	20	to	10.1.12.1	via	ge-0/0/0.0,	Swap	16003	>	to	10.2.24.4	via	ge-0/0/1.0,	Swap	16003	16004	*[L-ISIS/14]	08:04:36,	metric	20	>	to	10.2.24.4	via	ge-0/0/1.0,	Pop	16004(S=0)	*[L-ISIS/14]	07:43:41,	metric	20	>	to	10.2.24.4	via	ge-0/0/1.0,	Pop	16005	*[L-ISIS/14]	07:58:10,	metric	20	>	to	10.1.12.1	via	ge-0/0/0.0,	Swap	16005	16006	*[L-ISIS/14]
07:59:08,	metric	20	>	to	10.2.26.6	via	ge-0/0/2.0,	Pop	16006(S=0)	*[L-ISIS/14]	07:58:11,	metric	20	>	to	10.2.26.6	via	ge-0/0/2.0,	Pop	16007	*[L-ISIS/14]	07:58:50,	metric	30	>	to	10.1.12.1	via	ge-0/0/0.0,	Swap	16007	16008	*[L-ISIS/14]	07:58:41,	metric	10	>	to	10.2.28.8	via	ge-0/0/3.0,	Pop	16008(S=0)	*[L-ISIS/14]	07:58:11,	metric	10	>	to	10.2.28.8
via	ge-0/0/3.0,	Pop	Traceroute	to	confirm	end-to-end	MPLS	forwarding:	1	2	3	4	5	6	7	8	9	10	11	12	13	14	15	16	17	18	19	20	21	22	23	24	25	root@R8>	traceroute	mpls	segment-routing	isis	10.0.255.5	source	10.0.255.8	Probe	options:	ttl	64,	retries	3,	wait	10,	paths	16,	exp	7,	fanout	16	source	10.0.255.8	ttl	Label	Protocol	Address	Previous	Hop	Probe
Status	1	16005	ISIS	10.2.28.2	(null)	Success	FEC-Stack-Sent:	ISIS	ttl	Label	Protocol	Address	Previous	Hop	Probe	Status	2	10.1.12.1	10.2.28.2	No	reply	3	10.0.255.5	(null)	Egress	FEC-Stack-Sent:	ISIS	Path	1	via	ge-0/0/0.0	destination	127.0.0.64	ttl	Label	Protocol	Address	Previous	Hop	Probe	Status	1	16005	ISIS	10.4.48.4	(null)	Success	FEC-Stack-
Sent:	ISIS	ttl	Label	Protocol	Address	Previous	Hop	Probe	Status	2	16005	Unknown	10.3.34.3	10.4.48.4	Success	FEC-Stack-Sent:	ISIS	ttl	Label	Protocol	Address	Previous	Hop	Probe	Status	3	3	ISIS	10.3.35.5	10.3.34.3	Egress	FEC-Stack-Sent:	ISIS	Path	2	via	ge-0/0/1.0	destination	127.0.1.64	Additional	Resources	Use	the	following	show	commands	to
verify	SRv6	BGP	configurations.	Example	1:	show	segment-routing	srv6	sid	device#	show	segment-routing	srv6	sid	SID	Locator	Behavior	Context	Owner	---	-------	--------	-------	-----	FC01:101:2::	loc1	uN	(PSP/USD)	SID-MGR	FC01:101:2:E000::	loc1	uDT4	ce1	router	bgp	FC01:101:2:E001::	loc1	uDT6	ce1	router	bgp	FC01:101:2:E002::	loc1	uA	(PSP/USD)
Ethernet2/0	2001::99:2:3:3	router	isis	sr	FC01:101:2:E003::	loc1	uA	(PSP/USD)	Ethernet2/1	2001::100:2:3:3	router	isis	sr	FC01:101:2:E004::	loc1	uA	(PSP/USD)	Ethernet3/0	2001::99:2:4:4	router	isis	sr	FC01:101:2:E005::	loc1	uA	(PSP/USD)	Ethernet3/1	2001::100:2:4:4	router	isis	sr	FC01:101:2:E006::	loc1	uA	(PSP/USD)	Ethernet4/0	2001::99:2:5:5
router	isis	sr	FC01:101:2:E007::	loc1	uA	(PSP/USD)	Ethernet4/1	2001::100:2:5:5	router	isis	sr	Example	2:	show	segment-routing	srv6	sid	detail	device#	show	segment-routing	srv6	sid	FC01:101:2:E000::	detail	SID:	FC01:101:2:E000::	Type:	DYNAMIC	Behavior:	uDT4	(63)	Context:	interface:	(not-set)	vrf:	ce1,	v4-topo-id:	0x1,	v6-topo-id:	0xFFFF	next-
hop:	(not-set)	policy:	(not-set)	distinguisher:	(not-set)	Stats:	Packets:	0	Bytes:	0	User	list:	User:Refcount	Locator:Refcount	-------------	----------------	router	bgp(5):1	loc1:1	Event	history:	Timestamp	Client	Event	type	---------	------	----------	04-15	07:24:08.165	router	bgp(5)	ALLOC	Example	3:	show	ip	bgp	srv6	locator	device#	show	ip	bgp	srv6	locator	Locator-1
Name:	loc1	Active:	Yes	Refcount:	3	Example	4:	show	ip	bgp	srv6	sid	device#	show	ip	bgp	srv6	sid	SID-1	locator	:	loc1	alloc-mode	:	0	status	:	ALLOCATED	state	:	1	ref_count	:	5	topoid	:	0x1E000001	sid_value	:	FC01:101:2:E001::	prefix_length	:	64	block_length	:	32	node	_length	:	16	function	_length	:	16	arg_length	:	0	behaviour	:	62	SID-2	locator	:	loc1
alloc-mode	:	0	status	:	ALLOCATED	state	:	1	ref_count	:	5	topoid	:	0x1	sid_value	:	FC01:101:2:E000::	prefix_length	:	64	block_length	:	32	node	_length	:	16	function	_length	:	16	arg_length	:	0	behaviour	:	63	Example	5:	show	ipv6	cef	internal	device#	show	ipv6	cef	FC01:101:8:E006::	internal	FC01:101:8:E006::/128,	epoch	0,	flags	[att,	srsid],	refcnt	4,
per-destination	sharing	sources:	SRv6-SID	subblocks:	SRv6	SID:	FC01:101:8:E006::/128	Block-len:32	Node-len:16	Func-len:16	Arg-len:0	END-DT4	Flags:0x5	OCE:	End	OCE	stats:	packet	count:	20	byte	count:	2280	punt	packet	count:	0	punt	byte	count:	0	error	count:	0	SRv6	end	0x80007FD05D9BC970,	4	locks	[Flags:	clean	decap]	Lookup	in	table
IPv4:ce2	ifnums:	(none)	path	list	7FD05BD3F530,	21	locks,	per-destination,	flags	0x65	[shble,	hvsh,	rcrsv,	hwcn]	path	7FD05BD2D578,	share	1/1,	type	recursive,	for	IPv6	recursive	via	::[IPv6:Default],	fib	7FD05BD43C60,	1	terminal	fib,	v6:Default:::/127	path	list	7FD05BD3F480,	2	locks,	per-destination,	flags	0x61	[shble,	rcrsv,	hwcn]	path
7FD05BD2D4A8,	share	1/1,	type	recursive,	for	IPv6,	flags	[dsnt-src-via,	cef-intnl]	recursive	via	::/127[IPv6:Default],	fib	7FD056DAB760,	1	terminal	fib,	v6:Default:::/127	path	list	7FD054328EF8,	5	locks,	per-destination,	flags	0x41	[shble,	hwcn]	path	7FD05AF52578,	share	1/1,	type	special	prefix,	for	IPv6	discard	output	chain:	SRv6	end
0x80007FD05D9BC970,	5	locks	[Flags:	clean	decap]	Lookup	in	table	IPv4:ce2	Example	6:	show	isis	database	verbose	device#	show	isis	database	verbose	pe3.00-00	0x00000025	0xEF58	742/1198	0/0/0	Area	Address:	49	NLPID:	0xCC	0x8E	Topology:	IPv4	(0x0)	IPv6	(0x2)	Router	ID:	1.1.1.8	Router	CAP:	1.1.1.8,	D:0,	S:0	SRv6	Oflag:0	Segment	Routing:
I:1	V:0,	SRGB	Base:	16000	Range:	8000	Segment	Routing	Algorithms:	SPF,	Strict-SPF	Segment	Routing	Local	Block:	SRLB	Base:	30000	Range:	10000	Node-MSD	MSD:	16	Hostname:	iolpe3	(snip)	SRv6	Locator:	(MT-IPv6)	FC01:101:8::/48	Metric:0	Algorithm:0	End	SID:	FC01:101:8::	uN	(PSP/USD)	SID	Structure:	Block	Length:	32,	Node-ID	Length:	16,
Func-Length:	0,	Args-Length:	0	Example	7:	show	ipv6	route	device#	show	ipv6	route	FC01:101:8::/48	Routing	entry	for	FC01:101:8::/48	Known	via	"isis	sr",	distance	115,	metric	30,	type	level-2	Route	count	is	4/4,	share	count	0	Routing	paths:	FE80::A8BB:CCFF:FE01:E411,	Ethernet3/1	Route	metric	is	30,	traffic	share	count	is	1	From
FE80::A8BB:CCFF:FE01:E411	Last	updated	01:03:27	ago	FE80::A8BB:CCFF:FE03:F504,	Ethernet4/0	Route	metric	is	30,	traffic	share	count	is	1	From	FE80::A8BB:CCFF:FE03:F504	Last	updated	01:03:27	ago	FE80::A8BB:CCFF:FE03:F514,	Ethernet4/1	Route	metric	is	30,	traffic	share	count	is	1	From	FE80::A8BB:CCFF:FE03:F514	Last	updated
01:03:27	ago	FE80::A8BB:CCFF:FE01:E401,	Ethernet3/0	Route	metric	is	30,	traffic	share	count	is	1	From	FE80::A8BB:CCFF:FE01:E401	Last	updated	01:03:27	ago	Example	8:	show	bgp	[vpnv4|vpnv6]	rd	Sample	output	for	VPNv4:	device#	show	bgp	vpnv4	uni	rd	1:1	22.22.22.22	BGP	routing	table	entry	for	1:1:22.22.22.22/32,	version	13	Paths:	(1
available,	best	#1,	table	red)	Not	advertised	to	any	peer	Refresh	Epoch	1	3,	imported	path	from	2:2:22.22.22.22/32	(global)	2023:1::1	(via	default)	from	1.1.1.3	(1.1.1.3)	Origin	incomplete,	metric	0,	localpref	100,	valid,	internal,	best	Extended	Community:	RT:1:1	RT:2:2	Originator:	11.1.1.1,	Cluster	list:	1.1.1.3	srv6	out-sid:	FCCC:CCC1:AA88:E000::	rx
pathid:	0,	tx	pathid:	0x0	Updated	on	Jun	28	2023	11:29:52	PST	Sample	output	for	VPNv6:	device#	show	bgp	vpnv6	uni	rd	1:1	2222::1/128	BGP	routing	table	entry	for	[1:1]2222::1/128,	version	11	Paths:	(1	available,	best	#1,	table	red)	Not	advertised	to	any	peer	Refresh	Epoch	1	3,	imported	path	from	[2:2]2222::1/128	(global)	2023:1::1	(via	default)
from	1.1.1.3	(1.1.1.3)	Origin	incomplete,	metric	0,	localpref	100,	valid,	internal,	best	Extended	Community:	RT:2:2	Originator:	11.1.1.1,	Cluster	list:	1.1.1.3	srv6	out-sid:	FCCC:CCC1:AA88:E001::	rx	pathid:	0,	tx	pathid:	0x0	Updated	on	Jun	28	2023	11:29:52	PST	Example	9:	show	ip	route	vrf	device#	show	ip	route	vrf	ce1	1.1.1.10	Routing	Table:	ce1
Routing	entry	for	1.1.1.10/32	Known	via	"bgp	65000",	distance	200,	metric	0	Tag	65010,	type	internal	Last	update	from	FC01:101:8:E006::	08:51:34	ago	Routing	Descriptor	Blocks:	*	FC01:101:8:E006::	(default:ipv6),	from	1.1.1.4,	08:51:34	ago	opaque_ptr	0x7FF32E0B9640	Route	metric	is	0,	traffic	share	count	is	1	AS	Hops	1	Route	tag	65010	MPLS
label:	none	Example	10:	show	ipv6	route	vrf	device#	show	ipv6	route	vrf	red	2222::1/128	Routing	entry	for	2222::1/128	Known	via	"bgp	1",	distance	200,	metric	0	Tag	3,	type	internal	Route	count	is	1/1,	share	count	0	Routing	paths:	FCCC:CCC1:AA88:E001::%default	Route	metric	is	0,	traffic	share	count	is	1	From	::FFFF:1.1.1.3	opaque_ptr
0x7FF38CDB6848	Last	updated	00:03:16	ago	Example	11:	show	ip	cef	vrf	internal	device#	show	ip	cef	vrf	red	22.22.22.22	internal	22.22.22.22/32,	epoch	0,	flags	[rnolbl,	rlbls],	RIB[B],	refcnt	5,	per-destination	sharing	sources:	RIB	feature	space:	IPRM:	0x00018000	VPN-SID(s)	on:	1/0:v4-rcrsv-FCCC:CCC1:AA88:E000::	Path:	v4-rcrsv-
FCCC:CCC1:AA88:E000::	(VPN-SID:	FCCC:CCC1:AA88:E000::)	Flags:	00000004	[vpn-sid]	IPv6	TC:	0	Hop	Limit:	64	Src:	C02:1::7	Dst:	FCCC:CCC1:AA88:E000::	Via:	FCCC:CCC1:AA88:E000::	Segment	List	(1)	FCCC:CCC1:AA88:E000::	Flow-based	Encap	Chains:	1	IPV6	adj	out	of	Ethernet0/0,	addr	FE80::A8BB:CCFF:FE00:3300	from
FCCC:CCC1:AA88::/48	best,	i	-	internal,	r	RIB-failure,	S	Stale,	m	multipath,	b	backup-path,	f	RT-Filter,	x	best-external,	a	additional-path,	c	RIB-compressed,	Origin	codes:	i	-	IGP,	e	-	EGP,	?	-	incomplete	RPKI	validation	codes:	V	valid,	I	invalid,	N	Not	found	Network	Next	Hop	Metric	LocPrf	Weight	Path	*>i	5.5.5.5/32	1.1.1.2	0	100	0	?	*>i	5.5.5.6/32
1.1.1.2	0	100	0	?	This	example	displays	the	listed	routes	that	contain	only	the	given	large	communities	when	you	add	the	keyword	exact-match	in	the	configuration.	Device#show	bgp	large-community	1:2:3	5:6:7	exact-match	BGP	table	version	is	17,	local	router	ID	is	1.1.1.3	Status	codes:	s	suppressed,	d	damped,	h	history,	*	valid,	>	best,	i	-	internal,	r
RIB-failure,	S	Stale,	m	multipath,	b	backup-path,	f	RT-Filter,	x	best-external,	a	additional-path,	c	RIB-compressed,	Origin	codes:	i	-	IGP,	e	-	EGP,	?	-	incomplete	RPKI	validation	codes:	V	valid,	I	invalid,	N	Not	found	Network	Next	Hop	Metric	LocPrf	Weight	Path	*>i	5.5.5.5/32	1.1.1.2	0	100	0	?	In	the	last	two	examples	above,	the	routes	5.5.5.5/32	and
5.5.5.6/32	contain	both	the	large	communities	1:2:3	and	5:6:7.	The	route	5.5.5.6/32	contains	some	additional	large	communities.	This	example	displays	a	large	community	list.	Device#	show	ip	largecommunity-list	51	Large	Community	standard	list	51	permit	1:2:3	5:6:7	This	example	displays	a	match	with	large	community	list.	Device#	show	ip	bgp
largecommunity-list	51	exact-match	BGP	table	version	is	17,	local	router	ID	is	1.1.1.3	Status	codes:	s	suppressed,	d	damped,	h	history,	*	valid,	>	best,	i	-	internal,	r	RIB-failure,	S	Stale,	m	multipath,	b	backup-path,	f	RT-Filter,	x	best-external,	a	additional-path,	c	RIB-compressed,	Origin	codes:	i	-	IGP,	e	-	EGP,	?	-	incomplete	RPKI	validation	codes:	V
valid,	I	invalid,	N	Not	found	Network	Next	Hop	Metric	LocPrf	Weight	Path	*>i	5.5.5.5/32	1.1.1.2	0	100	0	?	To	debug	the	large	communities,	use	debug	ip	bgp	update	command.	Device#	debug	ip	bgp	update	*Mar	10	23:25:01.194:	BGP(0):	192.0.0.1	rcvd	UPDATE	w/	attr:	nexthop	192.0.0.1,	origin	?,	metric	0,	merged	path	1,	AS_PATH	,	community	0:44
1:1	2:3,	large-community	3:1:244	3:1:245	*Mar	10	23:25:01.194:	BGP(0):	192.0.0.1	rcvd	5.5.5.1/32	*Mar	10	23:25:01.194:	BGP(0):	Revise	route	installing	1	of	1	routes	for	5.5.5.1/32	->	192.0.0.1(global)	to	main	IP	table	Memory	Display	The	show	ip	bgp	summary	command	displays	large	community	memory	information.	Device	#	show	ip	bgp	summary
BGP	router	identifier	1.1.1.1,	local	AS	number	1	BGP	table	version	is	3,	main	routing	table	version	3	2	network	entries	using	496	bytes	of	memory	2	path	entries	using	272	bytes	of	memory	1/1	BGP	path/bestpath	attribute	entries	using	288	bytes	of	memory	1	BGP	community	entries	using	40	bytes	of	memory	2	BGP	large-community	entries	using	96
bytes	of	memory	0	BGP	route-map	cache	entries	using	0	bytes	of	memory	0	BGP	filter-list	cache	entries	using	0	bytes	of	memory	BGP	using	1096	total	bytes	of	memory	BGP	activity	3/1	prefixes,	3/1	paths,	scan	interval	60	secs	2	networks	peaked	at	13:04:52	Mar	11	2020	EST	(00:07:25.579	ago)	Neighbor	V	AS	MsgRcvd	MsgSent	TblVer	InQ	OutQ
Up/Down	State/PfxRcd	192.0.0.2	4	2	1245	1245	3	0	0	18:47:56	0	Page	9	BGP	is	an	interdomain	routing	protocol	designed	to	provide	loop-free	routing	links	between	organizations.	BGP	is	designed	to	run	over	a	reliable	transport	protocol;	it	uses	TCP	(port	179)	as	the	transport	protocol	because	TCP	is	a	connection-oriented	protocol.	The	destination
TCP	port	is	assigned	179,	and	the	local	port	is	assigned	a	random	port	number.	Cisco	software	supports	BGP	version	4	and	it	is	this	version	that	has	been	used	by	Internet	service	providers	(ISPs)	to	help	build	the	Internet.	RFC	1771	introduced	and	discussed	a	number	of	new	BGP	features	to	allow	the	protocol	to	scale	for	Internet	use.	RFC	2858
introduced	multiprotocol	extensions	to	allow	BGP	to	carry	routing	information	for	IP	multicast	routes	and	multiple	Layer	3	protocol	address	families,	including	IPv4,	IPv6,	and	CLNS.	BGP	is	mainly	used	to	connect	a	local	network	to	an	external	network	to	gain	access	to	the	Internet	or	to	connect	to	other	organizations.	When	connecting	to	an	external
organization,	external	BGP	(eBGP)	peering	sessions	are	created.	Although	BGP	is	referred	to	as	an	exterior	gateway	protocol	(EGP),	many	networks	within	an	organization	are	becoming	so	complex	that	BGP	can	be	used	to	simplify	the	internal	network	used	within	the	organization.	BGP	peers	within	the	same	organization	exchange	routing	information
through	internal	BGP	(iBGP)	peering	sessions.	BGP	uses	a	path-vector	routing	algorithm	to	exchange	network	reachability	information	with	other	BGP-speaking	networking	devices.	Network	reachability	information	is	exchanged	between	BGP	peers	in	routing	updates.	Network	reachability	information	contains	the	network	number,	path-specific
attributes,	and	the	list	of	autonomous	system	numbers	that	a	route	must	transit	to	reach	a	destination	network.	This	list	is	contained	in	the	AS-path	attribute.	BGP	prevents	routing	loops	by	rejecting	any	routing	update	that	contains	the	local	autonomous	system	number	because	this	indicates	that	the	route	has	already	traveled	through	that
autonomous	system	and	a	loop	would	therefore	be	created.	The	BGP	path-vector	routing	algorithm	is	a	combination	of	the	distance-vector	routing	algorithm	and	the	AS-path	loop	detection.	BGP	selects	a	single	path,	by	default,	as	the	best	path	to	a	destination	host	or	network.	The	best	path	selection	algorithm	analyzes	path	attributes	to	determine
which	route	is	installed	as	the	best	path	in	the	BGP	routing	table.	Each	path	carries	well-known	mandatory,	well-known	discretionary,	and	optional	transitive	attributes	that	are	used	in	BGP	best	path	analysis.	Cisco	software	provides	the	ability	to	influence	BGP	path	selection	by	altering	some	of	these	attributes	using	the	command-line	interface	(CLI.)
BGP	path	selection	can	also	be	influenced	through	standard	BGP	policy	configuration.	For	more	details	about	using	BGP	to	influence	path	selection	and	configuring	BGP	policies	to	filter	traffic,	see	the	“BGP	4	Prefix	Filter	and	Inbound	Route	Maps”	module	and	the	“BGP	Prefix-Based	Outbound	Route	Filtering”	module.	BGP	uses	the	best-path	selection
algorithm	to	find	a	set	of	equally	good	routes.	These	routes	are	the	potential	multipaths.	In	Cisco	IOS	Release	12.2(33)SRD	and	later	releases,	when	there	are	more	equally	good	multipaths	available	than	the	maximum	permitted	number,	the	oldest	paths	are	selected	as	multipaths.	BGP	can	be	used	to	help	manage	complex	internal	networks	by
interfacing	with	Interior	Gateway	Protocols	(IGPs).	Internal	BGP	can	help	with	issues	such	as	scaling	the	existing	IGPs	to	match	the	traffic	demands	while	maintaining	network	efficiency.	Note	BGP	requires	more	configuration	than	other	routing	protocols	and	the	effects	of	any	configuration	changes	must	be	fully	understood.	Incorrect	configuration
can	create	routing	loops	and	negatively	impact	normal	network	operation.	Page	10	Policy-based	routing	(PBR)	is	a	process	whereby	the	device	puts	packets	through	a	route	map	before	routing	them.	The	route	map	determines	which	packets	are	routed	to	which	device	next.	You	might	enable	policy-based	routing	if	you	want	certain	packets	to	be
routed	some	way	other	than	the	obvious	shortest	path.	Possible	applications	for	policy-based	routing	are	to	provide	equal	access,	protocol-sensitive	routing,	source-sensitive	routing,	routing	based	on	interactive	versus	batch	traffic,	and	routing	based	on	dedicated	links.	Policy-based	routing	is	a	more	flexible	mechanism	for	routing	packets	than
destination	routing.	To	enable	policy-based	routing,	you	must	identify	which	route	map	to	use	for	policy-based	routing	and	create	the	route	map.	The	route	map	itself	specifies	the	match	criteria	and	the	resulting	action	if	all	of	the	match	clauses	are	met.	To	enable	policy-based	routing	on	an	interface,	indicate	which	route	map	the	device	should	use	by
using	the	ip	policy	route-map	map-tag	command	in	interface	configuration	mode.	A	packet	arriving	on	the	specified	interface	is	subject	to	policy-based	routing.	This	ip	policy	route-map	command	disables	fast	switching	of	all	packets	arriving	on	this	interface.	To	define	the	route	map	to	be	used	for	policy-based	routing,	use	the	route-map	map-tag
[permit	|	deny]	[sequence-number]	[ordering-seq]	[sequence-name	global	configuration	command.	To	define	the	criteria	by	which	packets	are	examined	to	learn	if	they	will	be	policy-based	routed,	use	either	the	match	length	minimum-length	maximum-length	command	or	the	match	ip	address	{access-list-number	|	access-list-name}	[access-list-
number	|	access-list-name]	command	or	both	in	route	map	configuration	mode.	No	match	clause	in	the	route	map	indicates	all	packets.	To	display	the	cache	entries	in	the	policy	route	cache,	use	the	show	ip	cache	policy	command.	Note	Mediatrace	will	show	statistics	of	incorrect	interfaces	with	policy-based	routing	(PBR)	if	the	PBR	does	not	interact
with	CEF	or	Resource	Reservation	Protocol	(RSVP).	Hence	configure	PBR	to	interact	with	CEF	or	RSVP	directly	so	that	mediatrace	collects	statistics	only	on	tunnel	interfaces	and	not	physical	interfaces.	Page	11	Policy-based	routing	(PBR)	gives	you	a	flexible	means	of	routing	packets	by	allowing	you	to	configure	a	defined	policy	for	traffic	flows,
which	lessens	reliance	on	routes	derived	from	routing	protocols.	Therefore,	PBR	gives	you	more	control	over	routing	by	extending	and	complementing	the	existing	mechanisms	provided	by	routing	protocols.	PBR	allows	you	to	set	the	IPv6	precedence.	For	a	simple	policy,	you	can	use	any	one	of	these	tasks;	for	a	complex	policy,	you	can	use	all	of	them.
It	also	allows	you	to	specify	a	path	for	certain	traffic,	such	as	priority	traffic	over	a	high-cost	link.	PBR	for	IPv6	may	be	applied	to	both	forwarded	and	originated	IPv6	packets.	For	forwarded	packets,	PBR	for	IPv6	will	be	implemented	as	an	IPv6	input	interface	feature,	supported	in	the	following	forwarding	paths:	Process	Cisco	Express	Forwarding
(formerly	known	as	CEF)	Distributed	Cisco	Express	Forwarding	Policies	can	be	based	on	the	IPv6	address,	port	numbers,	protocols,	or	packet	size.	PBR	allows	you	to	perform	the	following	tasks:	Classify	traffic	based	on	extended	access	list	criteria.	Access	lists,	then,	establish	the	match	criteria.	Set	IPv6	precedence	bits,	giving	the	network	the	ability
to	enable	differentiated	classes	of	service.	Route	packets	to	specific	traffic-engineered	paths;	you	might	need	to	route	them	to	allow	a	specific	quality	of	service	(QoS)	through	the	network.	PBR	allows	you	to	classify	and	mark	packets	at	the	edge	of	the	network.	PBR	marks	a	packet	by	setting	precedence	value.	The	precedence	value	can	be	used
directly	by	devices	in	the	network	core	to	apply	the	appropriate	QoS	to	a	packet,	which	keeps	packet	classification	at	your	network	edge.	Page	12Device#show	dapr	route-manager	summary	Legend:	BR	-	Border	Router,	RM	-	Route	Manager	U	-	Unmanaged,	M	-	Managed,	O	-	Out	of	policy,	D	-	Marked	for	deletion	R	-	Re-compute	pending	RM	Status	:
ACTIVE	RM	Address	:	11.0.0.1	BRs	Registered/Configured	:	2/2	Prefixes	Learnt	:	5	Flow-groups	Learnt	(U/M/O/D/R)	:	4	(0/4/0/0/0)	Thresholds	(Min-BW,	Max-Util)	:	500	kbps,	50%	Flow-group	Template	:	Source,	Destination,	DSCP	Device#show	dapr	route-manager	border-router	summary	Legend:	S	-	Status	D	-	Disconnected,	C	-	Connected,	R	-
Registered	Nbr	-	Neighbor	---------------------------------------------------------------------------	Address	S	Egress/	Nbr	Prefixes	Ingress	App	Up-time	Ingress	BRs	Learnt	Flows	Routes	Intfs	Learnt	Pushed	---------------------------------------------------------------------------	10.0.0.1	R	2/1	1	3	2	2	8m	24s	10.0.0.2	R	2/1	1	3	2	2	8m	23s	Device#show	dapr	route-manager	border-router
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.	.	.	.	Device#show	dapr	route-manager	border-router	10.0.0.1	Legend:	BR	-	Border	Router,	BW	-	Bandwidth	in	kbps,	SIdx	-	SNMP	Ifindex	BR:	10.0.0.1	Status	:	REGISTERED	Table	Id	:	0	Egress/Ingress	Intfs	:	2/1	Neighbor	BRs	:	1	Prefixes	Learnt	:	3	Ingress	Flows	Learnt	:	2	App/Flow-group	Routes	:	2	Up-time	:	00:08:34	Last	FNF	Template	Rcvd	:
00:00:28	Last	RIB	Update	Rcvd	:	00:03:54	FNF	Export	Seq	Num	:	10	FNF	Export	Pkts	Missed	:	0	Last	Reset	Reason	:	Reset	RM	Ingress	Interfaces:	Interface-Name	SIdx	State	Et1/0	5	UP	Egress	Interfaces:	Interface-Name	SIdx	State	BW(Cur/Avg)	%Util(Cur/Avg)	Link-Group	Se2/0	9	UP	1544/1544	0/0	LG1	Se3/0	13	UP	1544/1544	0/0	LG1	Neighbor
BRs:	Addresss	Tunnel	SIdx	State	10.0.0.2	Tu0	19	UP	Device#show	dapr	route-manager	border-router	10.0.0.2	Legend:	BR	-	Border	Router,	BW	-	Bandwidth	in	kbps,	SIdx	-	SNMP	Ifindex	BR:	10.0.0.2	Status	:	REGISTERED	Table	Id	:	0	Egress/Ingress	Intfs	:	2/1	Neighbor	BRs	:	1	Prefixes	Learnt	:	3	Ingress	Flows	Learnt	:	2	App/Flow-group	Routes	:	2	Up-
time	:	00:08:39	Last	FNF	Template	Rcvd	:	00:00:33	Last	RIB	Update	Rcvd	:	00:03:59	FNF	Export	Seq	Num	:	10	FNF	Export	Pkts	Missed	:	0	Last	Reset	Reason	:	Reset	RM	Ingress	Interfaces:	Interface-Name	SIdx	State	Et1/0	5	UP	Egress	Interfaces:	Interface-Name	SIdx	State	BW(Cur/Avg)	%Util(Cur/Avg)	Link-Group	Se2/0	9	UP	1544/1544	0/0	LG2
Se3/0	13	UP	1544/1544	0/0	LG2	Device#show	dapr	route-manager	link-groups	Legend:	BR	-	Border	Router	----------------------------------------------	Link-group	Members	(BR,	Egress	Interface)	----------------------------------------------	LG1	10.0.0.1,	Se2/0	10.0.0.1,	Se3/0	LG2	10.0.0.2,	Se2/0	10.0.0.2,	Se3/0	Device#show	dapr	route-manager	route-table	Legend:	BR	-
Border	Router	---------------------------------------	Prefix	BR	Next-Hop	---------------------------------------	12.0.0.0/16	10.0.0.1	192.168.11.1,	Se3/0	10.0.0.2	192.168.12.1,	Se2/0	10.0.0.2	192.168.13.1,	Se3/0	10.0.0.1	192.168.10.1,	Se2/0	192.168.10.0/24	10.0.0.2	192.168.13.1,	Se3/0	10.0.0.2	192.168.12.1,	Se2/0	192.168.11.0/24	10.0.0.2	192.168.13.1,	Se3/0	10.0.0.2
192.168.12.1,	Se2/0	192.168.12.0/24	10.0.0.1	192.168.11.1,	Se3/0	10.0.0.1	192.168.10.1,	Se2/0	192.168.13.0/24	10.0.0.1	192.168.11.1,	Se3/0	10.0.0.1	192.168.10.1,	Se2/0	Device#show	dapr	route-manager	flow-groups	Legend:	BR	-	Border	Router,	Rate	-	Flow	rate(current)	bps	S	-	Status	U	-	Unmanaged,	M	-	Managed,	O	-	Out	of	policy,	D	-	Marked	for
deletion	Source	Destination	DSCP	Rate	Up-time	S	Egress-BR	Next-hop	13.0.0.1	12.0.0.1	def	0K	00:00:38	M	10.0.0.1	192.168.10.1,	Se2/0	13.0.0.1	12.0.0.2	def	0K	00:00:38	M	10.0.0.1	192.168.11.1,	Se3/0	13.0.0.1	12.0.0.3	def	0K	00:00:38	M	10.0.0.1	192.168.11.1,	Se3/0	13.0.0.1	12.0.0.4	def	0K	00:00:38	M	10.0.0.1	192.168.10.1,	Se2/0	Device#show
dapr	route-manager	flow-groups	detail	Legend:	BR	-	Border	Router,	Rate	-	Flow	rate(curr/avg)	bps	S	-	Flow	State	U	-	Unmanaged,	M	-	Managed,	O	-	Out	of	policy,	D	-	Pending	deletion	Reason	codes	N	-	New	flow-group,	X	-	Expired,	E	-	Invalid	Egress	I	-	Invalid	Ingress,	U	-	Path	unreachable,	NV	-	No	viable	path	LO	-	Link	out	of	policy,	FO	-	Flow-group
out	of	policy	A	-	Admin	deleted,	IB	-	Ingress	BR	disconnected	--------------------------------------------------------------------------------	Flow-group(Source	Destination	DSCP):	Attr:	IngressBR	Rate	Up-time	Curr:	S	EgressBR	Rate	Next-hop	Duration	Reason	Prev:	S	EgressBR	Next-hop	--------------------------------------------------------------------------------	13.0.0.1,	12.0.0.1,	def:	10.0.0.1
0K/0K	00:00:42	M	10.0.0.1	0K	192.168.10.1,	Se2/0	00:00:38	N	U	10.0.0.1	-	13.0.0.1,	12.0.0.2,	def:	10.0.0.2	0K/0K	00:00:42	M	10.0.0.1	0K	192.168.11.1,	Se3/0	00:00:38	N	U	10.0.0.2	-	13.0.0.1,	12.0.0.3,	def:	10.0.0.1	0K/0K	00:00:42	M	10.0.0.1	0K	192.168.11.1,	Se3/0	00:00:38	N	U	10.0.0.1	-	13.0.0.1,	12.0.0.4,	def:	10.0.0.2	0K/0K	00:00:42	M	10.0.0.1
0K	192.168.10.1,	Se2/0	00:00:38	N	U	10.0.0.2	Page	13	The	documentation	set	for	this	product	strives	to	use	bias-free	language.	For	the	purposes	of	this	documentation	set,	bias-free	is	defined	as	language	that	does	not	imply	discrimination	based	on	age,	disability,	gender,	racial	identity,	ethnic	identity,	sexual	orientation,	socioeconomic	status,	and
intersectionality.	Exceptions	may	be	present	in	the	documentation	due	to	language	that	is	hardcoded	in	the	user	interfaces	of	the	product	software,	language	used	based	on	RFP	documentation,	or	language	that	is	used	by	a	referenced	third-party	product.	Learn	more	about	how	Cisco	is	using	Inclusive	Language.	Page	14	Device#	show	interface
tunnel	1	Tunnel1	is	up,	line	protocol	is	up	Hardware	is	Tunnel	Internet	address	is	11.1.1.1/24	MTU	17846	bytes,	BW	100	Kbit/sec,	DLY	50000	usec,	reliability	255/255,	txload	1/255,	rxload	1/255	Encapsulation	TUNNEL,	loopback	not	set	Keepalive	not	set	Tunnel	source	10.0.0.1	Tunnel	MAC	address	0000.5e00.5213	Tunnel	Vlan-id	1	Tunnel
protocol/transport	Ethernet-GRE/IP	Key	0x1,	sequencing	disabled	Checksumming	of	packets	disabled	Tunnel	TTL	255	Tunnel	transport	MTU	1454	bytes	Tunnel	transmit	bandwidth	8000	(kbps)	Tunnel	receive	bandwidth	8000	(kbps)	Last	input	00:48:08,	output	never,	output	hang	never	Last	clearing	of	"show	interface"	counters	00:48:26	Input	queue:
0/375/0/0	(size/max/drops/flushes);	Total	output	drops:	107	Queueing	strategy:	fifo	Output	queue:	0/0	(size/max)	5	minute	input	rate	0	bits/sec,	0	packets/sec	5	minute	output	rate	0	bits/sec,	0	packets/sec	1867	packets	input,	161070	bytes,	0	no	buffer	Received	0	broadcasts	(0	IP	multicasts)	0	runts,	0	giants,	0	throttles	0	input	errors,	0	CRC,	0	frame,	0
overrun,	0	ignored,	0	abort	43	packets	output,	4386	bytes,	0	underruns	0	output	errors,	0	collisions,	0	interface	resets	0	unknown	protocol	drops	0	output	buffer	failures,	0	output	buffers	swapped	out	ind-uut#	---	22:03:51	---	44:	2013-01-30T22:03:51:	%SCRIPT-6-INFO:	{_haExecCmd:	Executing	cmd	exec	with	ind-uut-a}	Device#	show	interface	tunnel
2	Tunnel2	is	up,	line	protocol	is	up	Hardware	is	Tunnel	Internet	address	is	10.1.1.1/24	MTU	1434	bytes,	BW	100	Kbit/sec,	DLY	50000	usec,	reliability	255/255,	txload	1/255,	rxload	1/255	Encapsulation	TUNNEL,	loopback	not	set	Keepalive	not	set	Tunnel	source	10::1	Tunnel	MAC	address	0000.5e00.5213	Tunnel	Vlan-id	2	Tunnel	protocol/transport
Ethernet-GRE/IPv6	Key	0x2,	sequencing	disabled	Checksumming	of	packets	disabled	Tunnel	TTL	255	Path	MTU	Discovery,	ager	10	mins,	min	MTU	1280	Tunnel	transport	MTU	1434	bytes	Tunnel	transmit	bandwidth	8000	(kbps)	Tunnel	receive	bandwidth	8000	(kbps)	Last	input	never,	output	never,	output	hang	never	Last	clearing	of	"show	interface"
counters	00:48:28	Input	queue:	0/375/0/0	(size/max/drops/flushes);	Total	output	drops:	106	Queueing	strategy:	fifo	Output	queue:	0/0	(size/max)	5	minute	input	rate	0	bits/sec,	0	packets/sec	5	minute	output	rate	0	bits/sec,	0	packets/sec	0	packets	input,	0	bytes,	0	no	buffer	Received	0	broadcasts	(0	IP	multicasts)	0	runts,	0	giants,	0	throttles	0	input
errors,	0	CRC,	0	frame,	0	overrun,	0	ignored,	0	abort	0	packets	output,	0	bytes,	0	underruns	0	output	errors,	0	collisions,	0	interface	resets	0	unknown	protocol	drops	0	output	buffer	failures,	0	output	buffers	swapped	out	Page	15	You	must	enable	the	EIGRP	OTP	VRF	Support	feature	on	all	customer	edge	(CE)	devices	in	the	network	so	that	the	CEs
know	how	to	reach	the	Enhanced	Interior	Gateway	Routing	Protocol	(EIGRP)	Route	Reflector	configured	in	the	network.	Perform	the	following	task	to	configure	the	EIGRP	OTP	VRF	Support	feature	on	a	CE	device.	The	following	is	a	sample	output	from	the	show	ip	eigrp	topology	command.	Device#	show	ip	eigrp	topology	EIGRP-IPv4	VR(otp)
Topology	Table	for	AS(1)/ID(10.0.0.11)	Codes:	P	-	Passive,	A	-	Active,	U	-	Update,	Q	-	Query,	R	-	Reply,	r	-	reply	Status,	s	-	sia	Status	P	10.0.0.0/24,	1	successors,	FD	is	131072000	via	Connected,	Ethernet0/1	EIGRP-IPv4	VR(otp)	Topology	Table	for	AS(1)/ID(10.0.0.11)	Topology(red)	TID(20)	VRF(red)	Codes:	P	-	Passive,	A	-	Active,	U	-	Update,	Q	-	Query,
R	-	Reply,	r	-	reply	Status,	s	-	sia	Status	P	21.0.0.0/24,	1	successors,	FD	is	12161609142	via	20.0.0.11	(12161609142/12096073142),	Ethernet0/1	P	1.11.11.11/32,	1	successors,	FD	is	12161691062	via	20.0.0.11	(12161691062/12096155062),	Ethernet0/1	P	11.0.0.0/24,	1	successors,	FD	is	131072000	via	Connected,	Ethernet0/0	P	1.1.1.1/32,	1
successors,	FD	is	131153920	via	11.0.0.10	(131153920/163840),	Ethernet0/0	EIGRP-IPv4	VR(otp)	Topology	Table	for	AS(1)/ID(10.0.0.11)	Topology(green)	TID(30)	VRF(green)	Codes:	P	-	Passive,	A	-	Active,	U	-	Update,	Q	-	Query,	R	-	Reply,	r	-	reply	Status,	s	-	sia	Status	P	2.222.222.222/32,	1	successors,	FD	is	12161691062	via	30.0.0.11
(12161691062/12096155062),	Ethernet0/1	P	12.0.0.0/24,	1	successors,	FD	is	131072000	via	Connected,	Ethernet0/2	P	31.0.0.0/24,	1	successors,	FD	is	12161609142	via	30.0.0.11	(12161609142/12096073142),	Ethernet0/1	P	11.22.11.22/32,	1	successors,	FD	is	12161691062	via	30.0.0.11	(12161691062/12096155062),	Ethernet0/1	P	2.2.2.2/32,	1
successors,	FD	is	131153920	via	12.0.0.10	(131153920/163840),	Ethernet0/2	P	22.0.0.0/24,	1	successors,	FD	is	12161609142	via	20.0.0.11	(12161609142/12096073142),	Ethernet0/1	P	2.22.22.22/32,	1	successors,	FD	is	12161691062	via	20.0.0.11	(12161691062/12096155062),	Ethernet0/1	EIGRP-IPv4	VR(otp)	Topology	Table	for	AS(1)/ID(10.0.0.11)
Topology(blue)	TID(40)	VRF(blue)	Codes:	P	-	Passive,	A	-	Active,	U	-	Update,	Q	-	Query,	R	-	Reply,	r	-	reply	Status,	s	-	sia	Status	P	13.0.0.0/24,	1	successors,	FD	is	131072000	via	Connected,	Ethernet0/3	P	32.0.0.0/24,	1	successors,	FD	is	12161609142	via	30.0.0.11	(12161609142/12096073142),	Ethernet0/1	P	3.33.33.33/32,	1	successors,	FD	is
12161691062	via	30.0.0.11	(12161691062/12096155062),	Ethernet0/1	P	3.3.3.3/32,	1	successors,	FD	is	131153920	via	13.0.0.10	(131153920/163840),	Ethernet0/3	Page	16	The	EIGRP	IPv6	VRF-Lite	feature	provides	separation	between	routing	and	forwarding,	which	supports	an	additional	level	of	security	because	communication	between	devices
belonging	to	different	VRFs	is	not	allowed,	unless	explicitly	configured.	While	the	EIGRP	IPv6	VRF-Lite	feature	supports	multiple	VRFs,	the	feature	also	simplifies	the	management	and	troubleshooting	of	traffic	belonging	to	a	specific	VRF.	Virtual	Private	Networks	(VPNs)	provide	a	secure	way	for	customers	to	share	bandwidth	over	a	service	provider
backbone	network.	A	VPN	is	a	collection	of	sites	sharing	a	common	routing	table.	A	customer	site	is	connected	to	the	service	provider	network	by	one	or	more	interfaces,	and	the	service	provider	associates	each	interface	with	a	VPN	routing	table.	A	VPN	routing	table	is	called	a	VPN	routing/forwarding	(VRF)	table.	VRF-lite	allows	a	service	provider	to
support	two	or	more	VPNs	with	an	overlapping	IP	address	using	one	interface.	VRF-lite	uses	input	interfaces	to	distinguish	routes	for	different	VPNs	and	forms	virtual	packet-forwarding	tables	by	associating	one	or	more	Layer	3	interfaces	with	each	VRF.	Interfaces	in	a	VRF	can	be	either	physical,	such	as	Ethernet	ports,	or	logical,	such	as	VLAN	SVIs,
but	a	Layer	3	interface	cannot	belong	to	more	than	one	VRF	at	any	time.	Note	The	EIGRP	IPv6	VRF-Lite	feature	is	available	only	in	EIGRP	named	configurations.	Page	17	Nonstop	routing	(NSR)	is	beneficial	for	BGP	peers	because	it	reduces	the	likelihood	of	dropped	packets	during	switchover	from	the	active	Route	Processor	(RP)	to	the	standby	RP.
Switchover	occurs	when	the	active	RP	fails	for	some	reason	and	the	standby	RP	takes	control	of	active	RP	operations.	The	BGP—IPv6	NSR	feature	extends	BGP	support	for	NSR	to	include	the	following	IPv6-based	address	families:	IPv6	unicast	IPv6	unicast	+	label	IPv6	PE-CE	VPNv6	unicast	Figure	1.	Basic	6VPE	Network	Configuration	The	figure
above	depicts	a	basic	deployment	scenario.	Provider	edge	(PE)	router	1,	P,	and	PE2	form	a	6VPE	cloud.	The	customer	edge	(CE)	router	1	to	PE1	connection	is	IPv6	(VRF).	The	PEs	are	HA/SSO	and	NSF	capable.	The	P	routers	are	capable	of	Multiprotocol	Label	Switching	(MPLS)	label	preservation	(NSF	equivalent).	As	the	CE1	is	customer	equipment,
the	provider	cannot	determine	that	it	must	be	upgraded	to	be	NSF	aware.	If	PE1	can	perform	NSR	on	its	connection	to	CE1,	then	CE1	will	not	be	aware	or	impacted	when	PE1	performs	a	switchover	in	SSO	mode.	For	all	other	connections	within	the	autonomous	system,	the	operations	may	be	NSF	or	graceful	restart.	This	means	the	control	plane	will
be	reset,	and	all	the	immediate	peers	will	be	aware	of	it	and	will	resend	data	to	help	re-establish	the	session,	but	forwarding	will	be	uninterrupted.	Neighbors	not	operating	under	NSR	are	still	expected	to	be	NSF	capable/aware.	If	the	CE	is	already	NSF	aware	(that	is,	it	can	handle	a	BGP	graceful	restart	by	its	peers),	then	the	PE-CE	connection	will
not	be	NSR,	and	will	instead	follow	the	regular	NSF	processing	model.	This	parallels	NSR	for	VPNv4	and	assists	in	conserving	network	resources.	Page	18	The	EIGRP	IPv6	NSF/GR	feature	supports	three	types	of	timers:	the	signal	timer,	the	converge	timer,	and	the	graceful-restart	purge-time	timer.	Configure	the	signal	timer	to	adjust	the	maximum
time	of	the	initial	restart	period.	The	restarting	device	sends	hello	packets	with	the	restart-signal	(RS)	bit	set.	If	the	restarting	device	has	not	learned	about	any	neighbor	or	any	Nonstop	Forwarding	(NSF)-aware	neighbor	or	has	not	received	all	updates	from	neighbors	when	the	timer	expires,	the	Routing	Information	Base	(RIB)	is	notified	for
convergence.	The	default	value	for	the	signal	timer	is	20	seconds.	The	timers	nsf	signal	command	is	used	to	configure	the	signal	timer.	Configure	the	converge	timer	to	adjust	the	maximum	time	that	a	restarting	device	waits	for	the	end-of-table	(EOT)	indications	from	all	neighbors.	The	default	value	for	the	converge	timer	is	120	seconds.	The	timers
nsf	converge	command	is	used	to	configure	the	converge	timer.	Configure	the	graceful-restart	purge-time	timer	to	adjust	the	maximum	waiting	time	to	receive	the	convergent	signal	from	a	restarting	device.	The	graceful-restart	purge-time	timer	is	used	when	the	NSF-aware	peer	does	not	receive	the	EOT	indication	from	the	restarting	neighbor.	When
the	graceful-restart	purge-time	timer	expires,	the	Enhanced	Interior	Gateway	Routing	Protocol	(EIGRP)	peer	scans	the	topology	table	for	stale	routes	from	the	restarting	neighbor	and	changes	the	stale	routes	to	active.	This	process	allows	EIGRP	peers	to	find	alternate	routes	instead	of	waiting	during	a	long	switchover	operation.	The	default	value	for
the	graceful-restart	purge-time	timer	is	240	seconds.	The	timers	graceful-restart	purge-time	command	is	used	to	configure	the	graceful-restart	purge-time	timer.	Page	19	Note	In	the	following	content,	the	term	Route	Processor	(RP)	is	used	to	describe	the	route	processing	engine	on	all	networking	devices,	regardless	of	the	platform	designation,
unless	otherwise	noted.	NSF	works	with	the	SSO	feature	in	Cisco	software	to	minimize	the	amount	of	time	a	network	is	unavailable	to	its	users	following	a	switchover.	The	main	objective	of	NSF	is	to	continue	forwarding	IP	packets	following	an	RP	switchover.	Usually,	when	a	networking	device	restarts,	all	routing	peers	of	that	device	detect	that	the
device	went	down	and	then	came	back	up.	This	transition	results	in	what	is	called	a	routing	flap,	which	could	spread	across	multiple	routing	domains.	Routing	flaps	caused	by	routing	restarts	create	routing	instabilities,	which	are	detrimental	to	the	overall	network	performance.	NSF	helps	to	suppress	routing	flaps	in	SSO-enabled	devices,	thus
reducing	network	instability.	NSF	allows	for	the	forwarding	of	data	packets	to	continue	along	known	routes	while	the	routing	protocol	information	is	being	restored	following	a	switchover.	With	NSF,	peer	networking	devices	do	not	experience	routing	flaps.	Data	traffic	is	forwarded	through	intelligent	line	cards	or	dual	forwarding	processors	(FPs)
while	the	standby	RP	assumes	control	from	the	failed	active	RP	during	a	switchover.	The	ability	of	line	cards	and	FPs	to	remain	up	through	a	switchover	and	to	be	kept	current	with	the	Forwarding	Information	Base	(FIB)	on	the	active	RP	is	key	to	NSF	operation.	The	NSF	feature	provides	the	following	benefits:	Improved	network	availability—NSF
continues	forwarding	network	traffic	and	application	state	information	so	that	user	session	information	is	maintained	after	a	switchover.	Overall	network	stability—Network	stability	may	be	improved	with	the	reduction	in	the	number	of	route	flaps	that	had	been	created	when	devices	in	the	network	failed	and	lost	their	routing	tables.	Neighboring
devices	do	not	detect	link	flapping—Because	the	interfaces	remain	up	across	a	switchover,	neighboring	devices	do	not	detect	a	link	flap	(that	is,	the	link	does	not	go	down	and	come	back	up).	Prevention	of	routing	flaps—Because	SSO	continues	forwarding	network	traffic	in	the	event	of	a	switchover,	routing	flaps	are	avoided.	No	loss	of	user	sessions—
User	sessions	established	prior	to	the	switchover	are	maintained.	NSF	always	runs	together	with	SSO.	SSO	supported	protocols	and	applications	must	be	high-availability	(HA)-aware.	A	feature	or	protocol	is	HA-aware	if	it	maintains,	either	partially	or	completely,	undisturbed	operation	during	an	RP	switchover.	For	some	HA-aware	protocols	and
applications,	state	information	is	synchronized	from	the	active	to	the	standby	processor.	Page	20	OSPF	NSR	can	increase	the	amount	of	memory	used	by	the	OSPF	device	process.	To	determine	how	much	memory	OSPF	is	currently	using	without	NSR,	you	can	use	the	show	processes	and	show	processes	memory	commands:	Device#	show
processes|include	OSPF	276	Mwe	133BE14	1900	1792	1060	8904/12000	0	OSPF-1	Router	296	Mwe	133A824	10	971	10	8640/12000	0	OSPF-1	Hello	Process	276	is	the	OSPF	device	process	that	is	to	be	checked.	Use	the	show	processes	memory	command	to	display	its	current	memory	use:	Device#	show	processes	memory	276	Process	ID:	276
Process	Name:	OSPF-1	Router	Total	Memory	Held:	4454800	bytes	In	the	above	example,	OSPF	is	using	4,454,800	bytes,	or	approximately	4.5	megabytes	(MB).	Because	OSPF	NSR	can	consume	double	this	memory	for	brief	periods,	ensure	that	the	device	has	at	least	5	MB	of	free	memory	before	enabling	OSPF	NSR.	Page	21	The	documentation	set	for
this	product	strives	to	use	bias-free	language.	For	the	purposes	of	this	documentation	set,	bias-free	is	defined	as	language	that	does	not	imply	discrimination	based	on	age,	disability,	gender,	racial	identity,	ethnic	identity,	sexual	orientation,	socioeconomic	status,	and	intersectionality.	Exceptions	may	be	present	in	the	documentation	due	to	language
that	is	hardcoded	in	the	user	interfaces	of	the	product	software,	language	used	based	on	RFP	documentation,	or	language	that	is	used	by	a	referenced	third-party	product.	Learn	more	about	how	Cisco	is	using	Inclusive	Language.	Page	22	Use	OSPF	Not-So-Stubby	Areas	(NSSA)	feature	to	simplify	administration	if	you	are	an	Internet	service	provider
(ISP)	or	a	network	administrator	that	must	connect	a	central	site	that	is	using	OSPF	to	a	remote	site	that	is	using	a	different	routing	protocol.	Prior	to	NSSA,	the	connection	between	the	corporate	site	border	router	and	the	remote	router	could	not	be	run	as	an	OSPF	stub	area	because	routes	for	the	remote	site	could	not	be	redistributed	into	the	stub
area,	and	two	routing	protocols	needed	to	be	maintained.	A	simple	protocol	such	as	RIP	was	usually	run	and	handled	the	redistribution.	With	NSSA,	you	can	extend	OSPF	to	cover	the	remote	connection	by	defining	the	area	between	the	corporate	router	and	the	remote	router	as	an	NSSA.	As	with	OSPF	stub	areas,	NSSA	areas	cannot	be	injected	with
distributed	routes	via	Type	5	LSAs.	Route	redistribution	into	an	NSSA	area	is	possible	only	with	a	special	type	of	LSA	that	is	known	as	Type	7	that	can	exist	only	in	an	NSSA	area.	An	NSSA	ASBR	generates	the	Type	7	LSA	so	that	the	routes	can	be	redistributed,	and	an	NSSA	ABR	translates	the	Type	7	LSA	into	a	Type	5	LSA,	which	can	be	flooded
throughout	the	whole	OSPF	routing	domain.	Summarization	and	filtering	are	supported	during	the	translation.	RFC	3101	allows	you	to	configure	an	NSSA	ABR	router	as	a	forced	NSSA	LSA	translator.	This	means	that	the	NSSA	ABR	router	will	unconditionally	assume	the	role	of	LSA	translator,	preempting	the	default	behavior,	which	would	only
include	it	among	the	candidates	to	be	elected	as	translator.	Note	Even	a	forced	translator	might	not	translate	all	LSAs;	translation	depends	on	the	contents	of	each	LSA.	The	figure	below	shows	a	network	diagram	in	which	OSPF	Area	1	is	defined	as	the	stub	area.	The	Enhanced	Interior	Gateway	Routing	Protocol	(EIGRP)	routes	cannot	be	propagated
into	the	OSPF	domain	because	routing	redistribution	is	not	allowed	in	the	stub	area.	However,	once	OSPF	Area	1	is	defined	as	an	NSSA,	an	NSSA	ASBR	can	inject	the	EIGRP	routes	into	the	OSPF	NSSA	by	creating	Type	7	LSAs.	Figure	1.	OSPF	NSSA	The	redistributed	routes	from	the	RIP	router	will	not	be	allowed	into	OSPF	Area	1	because	NSSA	is
an	extension	to	the	stub	area.	The	stub	area	characteristics	will	still	exist,	including	the	exclusion	of	Type	5	LSAs.	Route	summarization	is	the	consolidation	of	advertised	addresses.	This	feature	causes	a	single	summary	route	to	be	advertised	to	other	areas	by	an	ABR.	In	OSPF,	an	ABR	will	advertise	networks	in	one	area	into	another	area.	If	the
network	numbers	in	an	area	are	assigned	in	a	way	such	that	they	are	contiguous,	you	can	configure	the	ABR	to	advertise	a	summary	route	that	covers	all	the	individual	networks	within	the	area	that	fall	into	the	specified	range.	When	routes	from	other	protocols	are	redistributed	into	OSPF	(as	described	in	the	module	"Configuring	IP	Routing	Protocol-
Independent	Features"),	each	route	is	advertised	individually	in	an	external	LSA.	However,	you	can	configure	the	Cisco	IOS	software	to	advertise	a	single	route	for	all	the	redistributed	routes	that	are	covered	by	a	specified	network	address	and	mask.	Doing	so	helps	decrease	the	size	of	the	OSPF	link-state	database.	In	OSPF,	all	areas	must	be
connected	to	a	backbone	area.	If	there	is	a	break	in	backbone	continuity,	or	the	backbone	is	purposefully	partitioned,	you	can	establish	a	virtual	link.	The	two	endpoints	of	a	virtual	link	are	ABRs.	The	virtual	link	must	be	configured	in	both	routers.	The	configuration	information	in	each	router	consists	of	the	other	virtual	endpoint	(the	other	ABR)	and
the	nonbackbone	area	that	the	two	routers	have	in	common	(called	the	transit	area).	Note	that	virtual	links	cannot	be	configured	through	stub	areas.	You	can	force	an	ASBR	to	generate	a	default	route	into	an	OSPF	routing	domain.	Whenever	you	specifically	configure	redistribution	of	routes	into	an	OSPF	routing	domain,	the	router	automatically
becomes	an	ASBR.	However,	an	ASBR	does	not,	by	default,	generate	a	defaultroute	into	the	OSPF	routing	domain.	You	can	configure	OSPF	to	look	up	Domain	Naming	System	(DNS)	names	for	use	in	all	OSPF	show	EXEC	command	displays.	You	can	use	this	feature	to	more	easily	identify	a	router,	because	the	router	is	displayed	by	name	rather	than
by	its	router	ID	or	neighbor	ID.	OSPF	uses	the	largest	IP	address	configured	on	the	interfaces	as	its	router	ID.	If	the	interface	associated	with	this	IP	address	is	ever	brought	down,	or	if	the	address	is	removed,	the	OSPF	process	must	recalculate	a	new	router	ID	and	resend	all	its	routing	information	out	its	interfaces.	If	a	loopback	interface	is
configured	with	an	IP	address,	the	Cisco	IOS	software	will	use	this	IP	address	as	its	router	ID,	even	if	other	interfaces	have	larger	IP	addresses.	Because	loopback	interfaces	never	go	down,	greater	stability	in	the	routing	table	is	achieved.	OSPF	automatically	prefers	a	loopback	interface	over	any	other	kind,	and	it	chooses	the	highest	IP	address
among	all	loopback	interfaces.	If	no	loopback	interfaces	are	present,	the	highest	IP	address	in	the	router	is	chosen.	You	cannot	tell	OSPF	to	use	any	particular	interface.	In	Cisco	IOS	Release	10.3	and	later	releases,	by	default	OSPF	calculates	the	OSPF	metric	for	an	interface	according	to	the	bandwidth	of	the	interface.	For	example,	a	64-kbps	link
gets	a	metric	of	1562,	and	a	T1	link	gets	a	metric	of	64.	The	OSPF	metric	is	calculated	as	the	ref-bw	value	divided	by	the	bandwidth	value,	with	the	ref-bw	value	equal	to	108	by	default,	and	the	bandwidth	value	determined	by	the	bandwidth	interface	configuration	command.	The	calculation	gives	FDDI	a	metric	of	1.	If	you	have	multiple	links	with	high
bandwidth,	you	might	want	to	specify	a	larger	number	to	differentiate	the	cost	on	those	links.	An	administrative	distance	is	a	rating	of	the	trustworthiness	of	a	routing	information	source,	such	as	an	individual	router	or	a	group	of	routers.	Numerically,	an	administrative	distance	is	an	integer	from	0	to	255.	In	general,	the	higher	the	value,	the	lower
the	trust	rating.	An	administrative	distance	of	255	means	the	routing	information	source	cannot	be	trusted	at	all	and	should	be	ignored.	OSPF	uses	three	different	administrative	distances:	intra-area,	interarea,	and	external.	Routes	within	an	area	are	intra-area;	routes	to	another	area	are	interarea;	and	routes	from	another	routing	domain	learned	via
redistribution	are	external.	The	default	distance	for	each	type	of	route	is	110.	Because	simplex	interfaces	between	two	devices	on	an	Ethernet	represent	only	one	network	segment,	for	OSPF	you	must	configure	the	sending	interface	to	be	a	passive	interface.	This	configuration	prevents	OSPF	from	sending	hello	packets	for	the	sending	interface.	Both
devices	are	able	to	see	each	other	via	the	hello	packet	generated	for	the	receiving	interface.	You	can	configure	the	delay	time	between	when	OSPF	receives	a	topology	change	and	when	it	starts	a	shortest	path	first	(SPF)	calculation.	You	can	also	configure	the	hold	time	between	two	consecutive	SPF	calculations.	The	OSPF	on-demand	circuit	is	an
enhancement	to	the	OSPF	protocol	that	allows	efficient	operation	over	on-demand	circuits	such	as	ISDN,	X.25	switched	virtual	circuits	(SVCs),	and	dialup	lines.	This	feature	supports	RFC	1793,	Extending	OSPF	to	Support	Demand	Circuits.	Prior	to	this	feature,	OSPF	periodic	hello	and	LSA	updates	would	be	exchanged	between	routers	that	connected
the	on-demand	link,	even	when	no	changes	occurred	in	the	hello	or	LSA	information.	With	this	feature,	periodic	hellos	are	suppressed	and	the	periodic	refreshes	of	LSAs	are	not	flooded	over	the	demand	circuit.	These	packets	bring	up	the	link	only	when	they	are	exchanged	for	the	first	time,	or	when	a	change	occurs	in	the	information	they	contain.
This	operation	allows	the	underlying	data	link	layer	to	be	closed	when	the	network	topology	is	stable.	This	feature	is	useful	when	you	want	to	connect	telecommuters	or	branch	offices	to	an	OSPF	backbone	at	a	central	site.	In	this	case,	OSPF	for	on-demand	circuits	allows	the	benefits	of	OSPF	over	the	entire	domain,	without	excess	connection	costs.
Periodic	refreshes	of	hello	updates,	LSA	updates,	and	other	protocol	overhead	are	prevented	from	enabling	the	on-demand	circuit	when	there	is	no	"real"	data	to	send.	Overhead	protocols	such	as	hellos	and	LSAs	are	transferred	over	the	on-demand	circuit	only	upon	initial	setup	and	when	they	reflect	a	change	in	the	topology.	This	means	that	critical
changes	to	the	topology	that	require	new	SPF	calculations	are	sent	in	order	to	maintain	network	topology	integrity.	Periodic	refreshes	that	do	not	include	changes,	however,	are	not	sent	across	the	link.	The	OSPF	LSA	group	pacing	feature	allows	the	router	to	group	OSPF	LSAs	and	pace	the	refreshing,	checksumming,	and	aging	functions.	The	group
pacing	results	in	more	efficient	use	of	the	router.	The	router	groups	OSPF	LSAs	and	paces	the	refreshing,	checksumming,	and	aging	functions	so	that	sudden	increases	in	CPU	usage	and	network	resources	are	avoided.	This	feature	is	most	beneficial	to	large	OSPF	networks.	OSPF	LSA	group	pacing	is	enabled	by	default.	For	typical	customers,	the
default	group	pacing	interval	for	refreshing,	checksumming,	and	aging	is	appropriate	and	you	need	not	configure	this	feature.	Page	23	The	IS-IS	MIB	feature	introduces	network	management	support	for	the	IS-IS	routing	protocol	through	the	use	of	IS-IS	MIB	table	entries,	MIB	objects	and	MIB	trap	notification	objects	that	comprise	the	Cisco	private
MIB	CISCO-IETF-ISIS-MIB.my.	New	CLI	has	been	added	to	enable	SNMP	notifications	for	IS-IS	MIB	objects.	Notifications	are	provided	for	errors	and	other	significant	event	information	for	the	IS-IS	network.	For	more	information	on	how	to	configure	IS-IS	MIB	to	receive	the	SNMP	notifications,	refer	to	the	How	to	Enable	IS-IS	MIB.	The
ciiManAreaAddrEntry	table	contains	the	set	of	area	addresses	manually	configured	for	the	IS.	The	ciiManAreaAddrEntry	table	defines	the	following	MIB	objects:	ciiManAreaAddr	ciiManAreaAddrExistState	The	ciiAreaAddrEntry	table	groups	sets	of	relevant	area	addresses	reported	in	all	Level	1	link-state	packets	(LSPs)	that	were	generated	or
received	by	an	IS	from	other	ISs	that	are	reachable	through	Level	1	routing.	Each	entry	contains	one	area	address	per	LSP.	The	ciiAreaAddrEntry	table	defines	the	following	MIB	object:	The	ciiSysProtSuppEntry	table	contains	a	manually	configured	set	of	protocols	supported	by	the	IS.	The	supported	protocol	types	are	IPv4,	IPv6,	and	ISO8473.	The



ciiSysProtSuppEntry	table	defines	the	following	MIB	objects:	ciiSysProtSuppProtocol	ciiSysProtSuppExistState	The	ciiSummAddrEntry	table	contains	a	set	of	manually	configured	summary	addresses	used	to	form	summarized	IP	TLVs	originated	by	an	ISS.	This	table	is	useful	to	combine	and	modify	IP	reachability	announcements,	and	also	controls
leaking	of	L1	routes	into	L2.	The	ciiSummAddrEntry	table	defines	the	following	MIB	objects:	ciiSummAddressType	ciiSummAddress	ciiSummAddrPrefixLen	ciiSummAddrExistState	ciiSummAddrMetric	ciiSummAddrFullMetric	The	ciiRedistributeAddrEntry	table	provides	the	criteria	to	decide	if	a	route	should	be	leaked	from	L2	to	L1.	When	Domain
Wide	Prefix	leaking	is	enabled	(represented	by	ciiSysL2toL1Leaking),	addresses	that	match	the	summary	mask	in	the	table	are	announced	at	L1	by	routers.	The	Cisco	MIB	implementation	also	allows	retrieval	of	routes	for	masked	entries	based	on	configured	access	lists	or	route	maps.	The	ciiRedistributeAddrEntry	table	defines	the	following	MIB
objects:	ciiRedistributeAddrType	ciiRedistributeAddrAddress	ciiRedistributeAddrPrefixLen	ciiRedistributeAddrExistState	The	ciiRouterEntry	table	has	one	entry	for	every	peer	and	it	tracks	the	hostnames	and	Router	IDs	associated	with	that	peer.	The	ciiRouterEntry	table	defines	the	following	MIB	objects.	ciiRouterSysID	ciiRouterLevel
ciiRouterHostName	ciiRouterID	Note	The	IS-IS	MIB	defines	the	ciiRouterLevel	object	to	be	the	level	of	the	IS.	The	Cisco	implementation	interprets	the	ciiRouterLevel	object	to	be	the	level	of	the	link-state	packet	(LSP)	in	which	the	hostname	(ciiRouterHostName)	and	router	ID	(ciiRouterID)	were	received.	The	ciiSysLevelEntry	table	captures	level-
specific	information	about	the	IS.	This	information	includes	parameters	that	control	how	LSPs	are	generated,	metrics	for	SPF	computation	and	the	decision	of	whether	to	perform	traffic	engineering	at	this	level.	The	ciiSysLevelEntry	table	defines	the	following	MIB	objects:	ciiSysLevelIndex	ciiSysLevelOrigLSPBuffSize	ciiSysLevelMinLSPGenInt
ciiSysLevelOverloadState	ciiSysLevelSetOverload	ciiSysLevelSetOverloadUntil	ciiSysLevelMetricStyle	ciiSysLevelSPFConsiders	ciiSysLevelTEEnabled	Note	For	the	ciiSysLevelOverloadState	MIB	object,	the	Cisco	MIB	follows	the	correct	interpretation	of	IS	state	transition	per	the	future	IETF	draft	MIB	revisions.	The	draft-ietf-isis-wg-16.txt	did	not
follow	the	ISO	10589:2002	definition	correctly.	Per	the	ISO	10589:2002	definition,	the	waiting	state	is	defined	for	low	memory	resource	condition	and	the	overloaded	state	is	enabled	by	the	administrator.	Moreover,	the	Cisco	implementation	does	not	support	a	transition	to	a	waiting	state	on	low	memory.	The	ciiCircEntry	table	contains	circuit-specific
information	about	each	broadcast	or	point-to-point	interface	used	in	this	IS-IS.	Each	entry	is	associated	with	a	corresponding	interface,	based	on	the	circuit	type	(broadcast	or	point-to-point	interfaces).	In	other	words,	only	interfaces	that	are	configured	as	broadcast	or	point-to-point	can	be	polled.	The	Cisco	implementation	of	the	IS-IS	MIB	does	not
support	the	following	circuit	types:	staticIn,	staticOut,	dA	(dynamically	assigned).	The	ciiCircEntry	table	defines	the	following	MIB	objects:	ciiCircIndex	ciiCircIfIndex	ciiCircIfSubIndex	ciiCircAdminState	ciiCircExistState	ciiCircType	ciiCircExtDomain	ciiCircLevel	ciiCircPassiveCircuit	ciiCircMeshGroupEnabled	ciiCircMeshGroup	ciiCircSmallHellos
ciiCircLastUpTime	ciiCirc3WayEnabled	ciiCircExtendedCircID	Note	The	ciiCircExtDomain	MIB	table	object	is	not	implemented	because	externalDomain	linkage	is	not	supported	by	Cisco	IOS	software.	The	ciiNextCircIndex	object,	which	is	defined	outside	ciiCircTable,	is	used	to	assign	a	unique	index	value	to	the	ciiCircIndex	through	a	SET	operation.
The	Cisco	MIB	implementation	does	not	implement	this	object	because	the	SET	ability	currently	is	not	supported,	and	ciiCircIndex	is	determined	uniquely	through	data	from	configured	interfaces.	The	ciiCircLevelEntry	table	contains	level-specific	information	about	IS-IS	circuits.	The	ciiCircLevelEntry	table	contains	the	following	MIB	objects:
ciiCircLevelIndex	ciiCircLevelMetric	ciiCircLevelWideMetric	ciiCircLevelISPriority	ciiCircLevelIDOctet	ciiCircLevelID	ciiCircLevelDesIS	ciiCircLevelHelloMultiplier	ciiCircLevelHelloTimer	ciiCircLevelDRHelloTimer	ciiCircLevelLSPThrottle	ciiCircLevelMinLSPRetransInt	ciiCircLevelCSNPInterval	ciiCircLevelPartSNPInterval	The
ciiSystemCounterEntry	table	has	a	sequence	of	entries	used	to	track	system-wide	events	using	counters.	The	ciiSystemCounterEntry	table	defines	the	following	MIB	objects:	ciiSysStatLevel	ciiSysStatCorrLSPs	ciiSysStatAuthTypeFails	ciiSysStatAuthFails	ciiSysStatLSPDbaseOloads	ciiSysStatManAddrDropFromAreas
ciiSysStatAttmptToExMaxSeqNums	ciiSysStatSeqNumSkips	ciiSysStatOwnLSPPurges	ciiSysStatIDFieldLenMismatches	ciiSysStatPartChanges	ciiSysStatSPFRuns	ciiSysStatLSPErrors	Note	The	ciiSysStatPartChanges	object	is	not	implemented	because	the	ability	to	detect	partition	changes	currently	is	not	supported	by	Cisco	IOS	software.	The
ciiCircuitCounterEntry	table	is	used	to	track	system-wide	events	specific	to	a	circuit	and	level.	The	ciiCircuitCounterEntry	table	defines	the	following	MIB	objects:	ciiCircuitType	ciiCircAdjChanges	ciiCircNumAdj	ciiCircInitFails	ciiCircRejAdjs	ciiCircIDFieldLenMismatches	ciiCircMaxAreaAddrMismatches	ciiCircAuthTypeFails	ciiCircAuthFails
ciiCircLANDesISChanges	Note	The	ciiCircInitFails	MIB	object	does	not	return	any	data	because	circuit	initialization	failures	are	not	tracked	by	Cisco	IOS	software.	The	ciiPacketCounterEntry	table	tracks	the	number	of	IS-IS	packets	sent	and	received	over	a	circuit	at	one	level.	At	any	time,	the	traffic	flow	along	one	direction	is	recorded.	All	objects
defined	in	this	table	are	Counter	objects.	The	ciiPacketCounterEntry	table	defines	the	following	MIB	objects:	ciiPacketCountLevel	ciiPacketCountDirection	ciiPacketCountIIHellos	ciiPacketCountISHellos	ciiPacketCountESHellos	ciiPacketCountLSPs	ciiPacketCountCSNPs	ciiPacketCountPSNPs	ciiPacketCountUnknowns	Note	The
ciiPacketCountISHellos	MIB	object	tracks	the	number	of	end	system-Intermediate	system	(ES-IS)	hellos	only	at	system	granularity	and	not	at	per-level	or	per-circuit.	The	ciiPacketCountESHellos	MIB	objects	tracks	the	number	of	end-system	(ES)	hellos	only	at	system	granularity	and	not	at	per-level	or	per-circuit.	The	ciiPacketCountUnknowns	MIB
object	can	track	only	unknown	packet	types	that	are	received,	not	those	that	are	sent	in	any	given	level.	The	ciiISAdjEntry	table	has	one	entry	associated	with	every	adjacency	to	an	IS	(in	other	words,	a	table	of	adjacencies).	However,	this	object	cannot	be	used	to	track	multiple	adjacencies	in	a	LAN,	with	each	adjacency	corresponding	to	a	level.	Thus
the	best	priority	level	is	selected	among	the	configured	objects.	The	ciiISAdjEntry	table	defines	the	following	MIB	objects:	ciiISAdjChanges	ciiISAdjIndex	ciiISAdjState	ciiISAdj3WayState	ciiISAdjNeighSNPAAddress	ciiISAdjNeighSysType	ciiISAdjNeighSysID	ciiISAdjNbrExtendedCircID	ciiISAdjUsage	ciiISAdjHoldTimer	ciiIsAdjNeighPriority
ciiISAdjLastUpTime	Note	The	ciiISAdjChanges	MIB	object	gathers	information	based	on	the	best	priority	level	that	is	selected	among	the	configured	objects,	per	the	restriction	against	the	software	support	of	multiple	adjacencies	in	a	LAN	for	the	ciiISAdjEntry	table.	The	ciiISAdjNeighPriority	MIB	object	gathers	information	based	on	the	best	priority
level	that	is	selected	among	the	configured	objects,	per	the	restriction	against	the	software	support	of	multiple	adjacencies	in	a	LAN	for	the	ciiISAdjEntry	table.	The	ciiISAdjAreaAddrEntry	table	contains	entries	for	the	sets	of	area	addresses	of	neighboring	ISs	as	reported	in	received	IS-IS	Hello	protocol	data	units	(PDU)s.	The	ciiISAdjAreaAddrEntry
table	defines	the	following	MIB	objects:	ciiISAdjAreaAddrIndex	ciiISAdjAreaAddress	The	ciiISAdjIPAddrEntry	table	contains	entries	that	are	formed	by	a	set	of	IP	addresses	of	neighboring	ISs	as	reported	in	received	Hello	PDUs.	The	ciiISAdjIPAddrEntry	table	defines	the	following	MIB	objects:	ciiISAdjIPAddrIndex	ciiISAdjIPAddrType
ciiISAdjIPAddrAddress	The	ciiISAdjProtSuppEntry	table	contains	information	about	the	protocols	supported	by	neighboring	ISs	as	reported	in	received	Hello	PDUs.	The	ciiISAdjProtSuppEntry	table	defines	the	following	MIB	object:	The	ciiRAEntry	table	records	information	about	a	reachable	NSAP	or	address	prefix	that	is	manually	configured	or
learned	dynamically.	The	ciiRAEntry	table	defines	the	following	MIB	objects:	ciiRAIndex	ciiRAExistState	ciiRAAdminState	ciiRAAddrPrefix	ciiRAMapType	ciiRAMetric	ciiRAMetricType	ciiRASNPAAddress	ciiRASNPAMask	ciiRASNPAPrefix	ciiRAType	Note	The	ciiRAMapType	MIB	Object	supports	only	implicit	(null)	and	explicit	mapping	types.	The
extractIDI	and	extractDSP	types	are	not	supported.	Because	the	ciiRAMapType	MIB	Object	does	not	support	the	extractIDI	and	extractDSP	mapping	types,	the	ciiraSNPAPrefix	and	ciiRASNPAMask	MIB	objects	will	hold	no	data,	as	they	depend	on	the	unsupported	mapping	types.	The	ciiRAMapType	and	ciiRASNPAMask	MIB	objects	are	not
implemented.	The	ciiRAType	MIB	object	does	not	support	the	manual	creation	of	IP	reachability	addresses.	Each	entry	in	the	ciiIPRAEntry	table	records	information	about	one	IP	reachable	address	manually	configured	on	the	IS	or	learned	from	another	protocol.	The	ciiIPRAEntry	table	defines	the	following	MIB	objects:	ciiIPRADestType	ciiIPRADest
ciiIPRADestPrefixLen	ciiIPRANextHopIndex	ciiIPRANextHopType	ciiIPRANextHop	ciiIPRAType	ciiIPRAExistState	ciiIPRAAdminState	ciiIPRAMetric	ciiIPRAMetricType	ciiIPRAFullMetric	ciiIPRASNPAAddress	ciiIPRASourceType	Note	The	ciiIpRAType	MIB	object	does	not	support	manually	created	IP	reachability	addresses.	The	ciiLSPSummaryEntry
table	(LSP	Summary	Table)	provides	LSP	summary	information.	The	ciiLSPSummaryEntry	table	defines	the	following	MIB	objects:	ciiLSPLevel	ciiLSPID	ciiLSPSeq	ciiLSPZeroLife	ciiLSPChecksum	ciiLSPLifetimeRemain	ciiLSPPDULength	ciiLSPAttributes	The	ciiLSPTLVEntry	table	provides	a	complete	record	of	all	LSPs	as	a	sequence	of	{Type,	Length,
Value}	tuples.	The	ciiLSPTLVEntry	table	defines	the	following	MIB	objects:	ciiLSPTLVIndex	ciiLSPTLVSeq	ciiLSPTLVChecksum	ciiLSPTLVType	ciiLSPTLVLen	ciiLSPTLVValue	Fields	that	are	required	for	notifications	are	recorded	in	the	ciiNotificationEntry	table.	The	ciiNotificationEntry	table	is	not	meant	for	query	since	the	MAX-ACCESS	clause	of
the	MIB	objects	is	"accessible-for-notify."	The	information	for	notifications	will	be	directly	provided	at	the	time	of	event	generation.	The	following	MIB	objects	are	used	only	in	trap	notifications	where	their	value	is	determined	and	directly	based	on	input	parameters	for	the	IS-IS	trap	generation	process.	ciiPduLspId	ciiPduFragment	ciiPduFieldLen
ciiPduMaxAreaAddress	ciiPduProtocolVersion	ciiPduLspSize	ciiPduOriginatingBufferSize	ciiPduProtocolsSupported	ciiAdjState	ciiErrorOffset	ciiErrorTLVType	ciiNotifManualAddress	ciiNotifIsLevelIndex	Note	The	MIB	objects	ciiNotifManualAddress	and	ciiNotifIsLevelIndex	were	added	separately	and	are	not	defined	in	draft-ietf-isis-wg-mib-16.txt.
These	have	been	provided	as	a	replacement	for	ciiManAreaAddr	and	ciiSysLevelIndex	respectively	to	be	used	only	in	trap	notifications.	They	have	a	MAX-ACCESS	clause	of	"accessible-for-notify."	Page	24	The	documentation	set	for	this	product	strives	to	use	bias-free	language.	For	the	purposes	of	this	documentation	set,	bias-free	is	defined	as
language	that	does	not	imply	discrimination	based	on	age,	disability,	gender,	racial	identity,	ethnic	identity,	sexual	orientation,	socioeconomic	status,	and	intersectionality.	Exceptions	may	be	present	in	the	documentation	due	to	language	that	is	hardcoded	in	the	user	interfaces	of	the	product	software,	language	used	based	on	RFP	documentation,	or
language	that	is	used	by	a	referenced	third-party	product.	Learn	more	about	how	Cisco	is	using	Inclusive	Language.	Page	25	OSPFv3	NSR	can	increase	the	amount	of	memory	used	by	the	OSPFv3	device	process.	To	determine	how	much	memory	OSPFv3	is	currently	using	without	NSR,	you	can	use	the	show	processes	and	show	processes	memory
commands:	Device#	show	processes	|	include	OSPFv3	276	Mwe	133BE14	1900	1792	1060	8904/12000	0	OSPFv3-1	Router	296	Mwe	133A824	10	971	10	8640/12000	0	OSPFv3-1	Hello	Process	276	is	the	OSPFv3	device	process	that	is	to	be	checked.	The	show	processes	memory	command	is	used	to	display	its	current	memory	use:	Device#	show
processes	memory	276	Process	ID:	276	Process	Name:	OSPFv3-1	Router	Total	Memory	Held:	4454800	bytes	In	this	case	OSPFv3	is	using	4,454,800	bytes	or	approximately	4.5	megabytes	(MB).	OSPFv3	NSR	could	double	this	for	brief	periods,	so	you	should	make	sure	the	device	has	at	least	5	MB	of	free	memory	before	enabling	OSPFv3	NSR.	Page	26
Much	of	OSPF	version	3	is	the	same	as	in	OSPF	version	2.	OSPFv3,	which	is	described	in	RFC	5340,	expands	on	OSPF	version	2	to	provide	support	for	IPv6	routing	prefixes	and	the	larger	size	of	IPv6	addresses.	In	OSPFv3,	a	routing	process	does	not	need	to	be	explicitly	created.	Enabling	OSPFv3	on	an	interface	will	cause	a	routing	process,	and	its
associated	configuration,	to	be	created.	In	OSPFv3,	each	interface	must	be	enabled	using	commands	in	interface	configuration	mode.	This	feature	is	different	from	OSPF	version	2,	in	which	interfaces	are	indirectly	enabled	using	the	device	configuration	mode.	When	using	a	nonbroadcast	multiaccess	(NBMA)	interface	in	OSPFv3,	you	must	manually
configure	the	device	with	the	list	of	neighbors.	Neighboring	devices	are	identified	by	their	device	ID.	In	IPv6,	you	can	configure	many	address	prefixes	on	an	interface.	In	OSPFv3,	all	address	prefixes	on	an	interface	are	included	by	default.	You	cannot	select	some	address	prefixes	to	be	imported	into	OSPFv3;	either	all	address	prefixes	on	an	interface
are	imported,	or	no	address	prefixes	on	an	interface	are	imported.	Unlike	OSPF	version	2,	multiple	instances	of	OSPFv3	can	be	run	on	a	link.	OSPF	automatically	prefers	a	loopback	interface	over	any	other	kind,	and	it	chooses	the	highest	IP	address	among	all	loopback	interfaces.	If	no	loopback	interfaces	are	present,	the	highest	IP	address	in	the
device	is	chosen.	You	cannot	tell	OSPF	to	use	any	particular	interface.	This	is	the	second	blog	in	segment	routing	series.	Please	check	other	segment	routing	blogs	here:	GNS3	LAB:	Segment	Routing	Configuration	on	Cisco	IOS-XE	and	IOS-XR	routers.	GNS3	Cisco	Lab	:	Segment	routing	Traffic	engineering(SRTE)	explicit	and	dynamic	path
configuration	on	IOS-XR.In	this	blog	I	will	discuss	about	the	Segment	routing	based	traffic	engineering	with	the	MPLS	data	plane.	You	already	know	that	in	order	to	run	MPLS	traffic	engineering	we	need	to	enable	RSVP	end	to	end	which	helps	in	label	distribution	and	signalling.But	in	segment	routing	the	label	distribution	part	is	taken	care	by	IGP
(ISIS	TLVs	or	OSPF	opaque	LSA)	in	MPLS	data	plane	and	in	IPv6	extension	headers	in	case	of	SRv6.	In	this	blog	I	will	cover	MPLS	data	plane	using	ISIS	as	the	IGP.	In	Segment	routing	traffic	engineering	we	use	source	routing	which	means	that	TE	headend	will	know	the	end	to	end	path	which	it	will	put	on	the	packet	as	label	stack	while	sending
packets	out.	something	like	below	examples…I	found	this	example	over	the	internet,	where	Ron	talks	about	a	kindergarten	kid	who	needs	to	go	to	his	home	and	he	doesn’t	know	the	path.	At	every	road	intersection,	we	have	a	guard	who	can	help	the	kid.	But	the	kid	needs	to	carry	the	path	info	and	it	is	done	with	the	help	of	sticking	labels	on	the	kid’s
cap.	The	kid	has	a	cap	with	the	labels	which	indicate	direction	something	like	below	and	now	the	guard	needs	to	read	the	label	and	pop	it	and	send	the	kid	to	the	label	indicated	direction.In	this	example,	the	best	part	is	that	the	guard	doesn’t	need	to	remember	the	path	for	each	kid.	Baggage	tags	generally	hold	the	complete	route	info	and	are	placed
on	the	bags	at	the	beginning	of	the	trip.	By	this,	every	transit	airport	knows	where	to	send	the	baggage	next.The	above	two	examples	give	an	excellent	clue	on	how	the	traffic	is	steered	over	the	segment	routing	path	in	MPLS	TE.Before	the	configuration	lets	see	the	network	diag.	Check	the	below	diag,	here	I	have	configured	TE	tunnels	between	R1-
XE	router	with	R5-XE.	Before	we	begin	I	assume	that	you	will	check	my	previous	segment	routing	blog	for	the	basic	configuration	needed	before	we	enable	traffic	engineering.	GNS3	LAB:	Segment	Routing	Configuration	on	Cisco	IOS-XE	and	IOS-XR	routers.	Basically	below	is	what	the	configuration	flow	will	look	like.	Configure	link	state	IGPEnable
segment	routingEnable	traffic	engineering	on	each	router	and	also	core	facing	interfaces.	Configure	TE	tunnels.	Note	:	On	Cisco	IOS-XE	routers	when	ISIS	is	used	as	IGP	we	need	to	make	the	core	facing	interfaces	point-to-point.	As	the	traffic	engineering	is	not	supported	over	the	broadcast	interface.	R1-XE	Config	(Tunnel	headend)	:	!	mpls	traffic-eng
tunnels	!	interface	GigabitEthernet1	ip	address	10.10.10.1	255.255.255.252	ip	router	isis	LAB	mpls	traffic-eng	tunnels	isis	circuit-type	level-1	isis	network	point-to-point	!	router	isis	LAB	net	49.0000.0000.0000.0001.00	is-type	level-1	metric-style	wide	segment-routing	mpls	mpls	traffic-eng	router-id	Loopback1	mpls	traffic-eng	level-1	!	segment-routing
mpls	!	connected-prefix-sid-map	address-family	ipv4	1.1.1.1/32	index	1	range	1	exit-address-family	!	interface	Tunnel1	ip	unnumbered	Loopback1	tunnel	mode	mpls	traffic-eng	tunnel	destination	5.5.5.5	tunnel	mpls	traffic-eng	autoroute	announce	tunnel	mpls	traffic-eng	priority	6	6	tunnel	mpls	traffic-eng	path-option	10	explicit	name	SR-PATH
segment-routing	!	ip	explicit-path	name	SR-PATH	enable	index	1	next-label	16002	index	2	next-label	16004	index	3	next-label	16005	!	R5-XE	configuration(Tunnel	Tail	end):	!	mpls	traffic-eng	tunnels	!	interface	GigabitEthernet1	ip	address	10.10.10.14	255.255.255.252	ip	router	isis	LAB	mpls	traffic-eng	tunnels	isis	circuit-type	level-1	isis	network
point-to-point	!	!	interface	GigabitEthernet2	ip	address	10.10.10.18	255.255.255.252	ip	router	isis	LAB	mpls	traffic-eng	tunnels	isis	circuit-type	level-1	isis	network	point-to-point	!	router	isis	LAB	net	49.0000.0000.0000.0005.00	is-type	level-1	metric-style	wide	segment-routing	mpls	mpls	traffic-eng	router-id	Loopback1	mpls	traffic-eng	level-1	!
segment-routing	mpls	!	connected-prefix-sid-map	address-family	ipv4	5.5.5.5/32	index	5	range	1	exit-address-family	!	!	interface	Tunnel1	ip	unnumbered	Loopback1	tunnel	mode	mpls	traffic-eng	tunnel	destination	1.1.1.1	tunnel	mpls	traffic-eng	autoroute	announce	tunnel	mpls	traffic-eng	priority	6	6	tunnel	mpls	traffic-eng	path-option	10	explicit	name
SR-PATH	segment-routing	!	ip	explicit-path	name	SR-PATH	enable	index	1	next-label	16004	index	2	next-label	16002	index	3	next-label	16001	!	For	verification	purpose	I	have	configured	a	loopback	on	both	of	these	routers.	I	am	routing	these	loopbacks	traffic	over	the	tunnel	with	the	help	of	static	route.	Check	out	the	config	below…R1-XE:	!	interface
Loopback2	ip	address	192.168.10.1	255.255.255.255	!	ip	route	192.168.20.1	255.255.255.255	Tunnel1	R5-XE:	!	interface	Loopback2	ip	address	192.168.20.1	255.255.255.255	!	ip	route	192.168.10.1	255.255.255.255	Tunnel1	!Lets	check	if	ping	and	traces	are	working.	Notice	two	labels	in	traceroute,	16004	and	16005	which	is	inserted	at	the
beginning	of	the	network.	R1-XE#ping	192.168.20.1	Type	escape	sequence	to	abort.	Sending	5,	100-byte	ICMP	Echos	to	192.168.20.1,	timeout	is	2	seconds:	!!!!!	Success	rate	is	100	percent	(5/5),	round-trip	min/avg/max	=	1/2/3	ms	R1-XE#traceroute	192.168.20.1	Type	escape	sequence	to	abort.	Tracing	the	route	to	192.168.20.1	VRF	info:	(vrf	in
name/id,	vrf	out	name/id)	1	10.10.10.2	[MPLS:	Labels	16004/16005	Exp	0]	2	msec	2	msec	2	msec	2	10.10.10.10	[MPLS:	Label	16005	Exp	0]	1	msec	3	msec	2	msec	3	10.10.10.18	2	msec	*	4	msec	R1-XE#sh	mpls	traffic-eng	tunnels	tun	1	Name:	R1-XE_t1	(Tunnel1)	Destination:	5.5.5.5	Status:	Admin:	up	Oper:	up	Path:	valid	Signalling:	connected	path
option	10,	(SEGMENT-ROUTING)	type	explicit	SR-PATH	(Basis	for	Setup)	Config	Parameters:	Bandwidth:	0	kbps	(Global)	Priority:	6	6	Affinity:	0x0/0xFFFF	Metric	Type:	TE	(default)	Path	Selection:	Protection:	any	(default)	Path-selection	Tiebreaker:	Global:	not	set	Tunnel	Specific:	not	set	Effective:	min-fill	(default)	Hop	Limit:	disabled	[ignore:	Explicit
Path	Option	with	all	Strict	Hops]	Cost	Limit:	disabled	Path-invalidation	timeout:	10000	msec	(default),	Action:	Tear	AutoRoute:	enabled	LockDown:	disabled	Loadshare:	0	[0]	bw-based	auto-bw:	disabled	Fault-OAM:	disabled,	Wrap-Protection:	disabled,	Wrap-Capable:	No	Active	Path	Option	Parameters:	State:	explicit	path	option	10	is	active
BandwidthOverride:	disabled	LockDown:	disabled	Verbatim:	disabled	History:	Tunnel:	Time	since	created:	24	minutes	Time	since	path	change:	22	minutes,	34	seconds	Number	of	LSP	IDs	(Tun_Instances)	used:	16	Current	LSP:	[ID:	16]	Uptime:	22	minutes,	34	seconds	Tun_Instance:	16	Segment-Routing	Path	Info	(isis	level-1)	Segment0[Node]:	2.2.2.2,
Label:	16002	Segment1[Node]:	4.4.4.4,	Label:	16004	Segment2[Node]:	5.5.5.5,	Label:	16005	R1-XE#So	much	is	remaining	to	discuss	for	SRTE,	my	next	blog	will	discuss	SRTE	configurations	on	IOS-XR	with	the	help	of	segment	routing	polices.	On	top	of	that,	TE	discussion	is	not	complete	if	we	don’t	discuss	ti-LFA.	Stay	tuned	keep	reading.	Thanks.


